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Abstract—Starting from a practical use of Reed-Solomon codes  This shows how the Polynomial Reconstruction problem
in a cryptographic scheme published in Indocrypt'09, this paper is of interest both in cryptography and in coding theory.
deals with the threshold of linear g-ary error-correcting codes. 4] proposes more primitives whose security depends on the
The security of this scheme is based on the intractability of hardness of this problem. The same reference assumeséhat th
polynomial reconstruction when there is too much noise in > P ’
the vector. Our approach switches from this paradigm to an Problem is difficult as soon as there are less th@m correct
Information Theoretical point of view: is there a class of elements values (hardness of the polynomial reconstruction problem
that are so far away from the code that the list size is always assumption). The security result that can be deduced from
3”peg’:?°'y”‘|’m'a't? Or’ld‘?a”y Spgfk,;”g’ is Maximum-Likelihood s statement are based on an algorithmic hypothesis hwhic

ecoding almost surely impossible? . e i . o

We reglate this issueyto t%e decoding threshold of a code, and is somehow .unsatlsfy'lng, for it should be pOSSIbIe to e>.th|b|
show that when the minimal distance of the code is high enough, better decoding algorithms. We therefore take intereshen t
the threshold effect is very sharp. In a second part, we explicit information-theoretic aspect of polynomial reconstroicti
lower-bounds on the threshold of Maximum-Distance Separable  The solution of the problem raised by [1] is to look at the
fCOdtehS StUCh as R?e?;]s?'omt‘?” tCOd?hs.' a't‘d dcomp“te the threshold iyt of a list-decoder centred around the received values
or the toy example that mofivates this study. and to output the possible polynomials as candidate values

. INTRODUCTION for P, or P]. Our approach consists in looking at a usually

in 111 Bri t al dal t mutual auth ignored side of list-decoding. For a certain class of waords
. n'[ l. Bringer et al. proposed a low-cost mutual au €Mhat are far enough from the code, we look at the radiuich
tication protocol, that uses a Reed-Solomon code struct

. : ) ] UWat list-decoding: with radiusr provides a list that is always
This pratocol is pretty simple: Bob owns two secret pOlynqbwer-bounded by a large enough number. This differs from

mials P’?’Pb of degree less tha@ known only by Alice; to the literature concerning list-decoding, which usuallple
authenticate herself to Bob, Alice proves the knowledge 4 radii for which the size is always upper-bounded by a

P, by sending(i, Pb(a;)) wherea is thei-th element of & o imym [ist size, or tries to exhibit a counter-example.

F,. Bob proves his identity by replying with?(c:)). This 10 war0e enough” list size can be obtained easily by

protocol (illustrated in Figure 1) is made such that if Alice'fmposing that Maximum-Likelihood Decoding to be most im-

speaks to many people, it is hard to trace Bob out of all trE)‘?‘obable. For that, we focus on the all-or-nothing behavaju

conversations, and it is hard to impersonate Alice (or BOb)the ML decoder. Ir,1$pired by percolation theory [5], and code

applied graph theory [6], we will show how it is possible to

Alice Bob conservatively estimate, before, after, and around albids

the all-or-nothing probability of ML decoding.

(4,a=Py(cj))

(b=P}(;))
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? :
a == Py(a;) Notations

For a n-dimensional spacdd, the Hamming distancel
over H is the number of differing coordinates between two
Figure 1. Low-cost Mutual Authentication Protocol [1] vectorsz,y € H, i.e. d(z,y) = i € {1,...,n}:x; # yil.
The weight ofx € H is the number of non-zero coordinates
The security of the protocol (can an impostor interrogate(z) = d(z,0), and its support is the set of all its non-zero
Bob?) is based on an algorithmic assumption, saying that t@ordinatesssupp(z) = {i € {1,...,n} : &; # 0} (in other
polynomial reconstruction problem is hard for the vectdirs avords, w(x) = |supp(x)|.
[y that are far enough from the code. So does the privacyThe Hamming ball of radius centred around: € H is the
(can an eavesdropper trace Bob’s communications?). ThHe &g of all vectors at a distance toless thanr, and is noted
known algorithms that solve polynomial reconstruction arB(x,r). The volume of such a ball is independentagfand
those of Guruswami-Sudan [2] and, on a related probleis,notedV (r) =" (7)(q — 1)".
Guruswami-Rudra [3], which can basically reconstruct /pol For a subselU C H, U is its complementaryy = {x €
nomial giveny/kn correct values. H:xz¢U}.




[l. THE THRESHOLD OF ACODE Proof: The proof of this lemma is an adaptation of

The existence of a threshold is motivated by the classiddrgulis’ proof in [8]. For this, we use the notation:
question of percolation : given a graph, with a source, ande [U,V] = [{z,y} € U x V : d(z,y) = 1| whereU,V C
a sink, and given the probability for a “wet” node of the H,, is the number of links froni/ to V'
graph to “wet” an adjacent nodghat is the probability for « for k € {0,...,n}, Z, = {z € H, : w(x) =k},
the source to wet the sifiit appears that this probability hasa « for U C H,, U, = U N Z;, (U is the union of thely);
threshold effect; in other words, there exists a limit piuility o Dy =3, cp, hu(z) is the number of limit-vectors next
pe such that, ifp > p., then the sink is almost surely wet, and  to elements of weighk.
if p < pc, then the sink is almost never wet. The threshold Trivially, D, = [Uy, Zr11 — Uks1] + [Uk, Zk—1 — Up—1] +
effect is illustrated in Fig. 2. [Uk, Zi — Uy]. We now note that :
This ques_tion can be t.ransposed int_o the probab_ility of. U, Zo1] = |Us| -, as to go fromiy to Zx_1, the only
error-correctlng a.code. leer} a proportion .Qf errprawith way (in one move) is to put one coordinate(tp
a decoding algorithm, what is the probability of correctly e [Ups Zir1] = |U|-(n—k)(g—1) with the same reasoning;
recovering the sent codeword? It was shown in [7] that . [Ug’ Zle U = [Up, Zoss — Upsa] = 0 as U is '
for every binary code, and every decoding algorithm, this incr7easing. ookt +
probab_lhty also follows athreshqld. . . Combining these equalities, we gaUs, Upy1] —
In this paper, we show that this property also applieg-to Ul (n = k) (q — 1);
ary codes. In the following part, we show that the threshold !

: : ) .o Uk, Z] = 0 as it is necessary to switch a non-zero
behaviour that was seen on binary codes can be obtained again coordinate to) and a zero tq(1,..q — 1}.
A. The Margulis-Russo Identity Finally Dy, = [Ug, Zix—1]) — [Uk, Us—1] = k|Ux| — (n — k +

The technique used to derive threshold effects in discreti(g — 1)|Ux—1| for k>0 and Dy = 0 (or U = Hy).
spaces is to integrate an isoperimetric inequality; fot,ttre ~ Back to the identity desired, we observe that

Margulis-Russo identity is required. n

.Let H = {0,1}" .be the Hamming space; the Harr_1ming hy (z)dp,(z) = Z Z hU(CU)(Ll)k(l _p)nk
distanced(x, y) provides the number of different coordinates/v k=0 2€Uy q-
between vectorg andy. Consider the measure, : H — n » \"
[0,1] defined by, (z) = p*@) (1 — p)»~w), = Y Dy (_1) (1-p)"*

The number of limit-vectors of a subsétC H is a function k=0 1
defined as n

hy(z) = |B(z,1) N T| for z € U. (1) = (KU = (n =k +1)(q = 1)|Ug_1])
=1

For U C H such thatU is increasing i(e. if 2 € U, and » \* .
y > x, theny € U with > defined component-wise), Margulis ' qg—1 (1-p)
and Russo showed : n ek k e

= Yo Ul —p3b) (725) (1 —p
dup, (U 1
2( ) _ 7/ ho (@)dpy (2) on the other hand, )
b bJu dpp(U) _ U.| -4 p ) 1 — p)n—Fk
. . . . dp Zk:o ‘ k| dp -1 ( p)

Let ¢ € N,q > 2. This section shows that this equality is .
also true inH, = {0, ...¢ — 1}". =S U (&) (1—p)ynk (k4 ==k

We redefine the measure functiom,(z) over H, by h=0 (q_l) (,, r )

w(zx) . .

(@) = ()" (1= p)"=@. This definition is con- HeNce the identity. u

This lemma shows that the Margulis-Russo identity is also
true on{0...(¢ — 1)}"; it was the keystone of the reasoning
8one in [6] to show an explicit form of the threshold behaviou
of Maximum-Likelihood Error Correction.

sistent with a measure, a5,(Hn) =>_,cy, tp(2) = 1.

Note the inclusionC to be the relation between a set and
(general) subset.é.for all X, X C X). The support inclusion
generalises the component-wisethat was used in the binary

case. _ _ B. A Threshold for Error-Decoding-ary codes

Lemma 1 (Margulis-Russo Identity ovefary alphabets): .2 o
Let U be an increasing subset &f,, i.e. such that ify € U, In the following, we usep(t) = —i=e~ = the normal distri-
for all + € H, such thatsupp(y) C supp(z), thenz € U. bution, ®(z) = [*_ o(t)dt the accumulate normal function,
Then and ¥ (z) = p(®~1(z)) (so thatve, ¥(z) - '~1(x) = 1).

A monotone property is a sdf C H, such thatU is
dpp(U) = 1/ hy (x)dp, () increasing, ol is increasing.
dp pJu g

Theorem 1:Let U be a monotone property @f,. Suppose
wherehy; is defined by (1). that3A € N* : Vo € U, hy(z) = 0 or hy(x) > A.



Let 6 € [0,1] be (the unique real) such thay(U) = 1. ‘ ‘ ‘ ‘
Let go(p) = @ (\/QA(\/—IHH — \/—lnp)).
Then the measure df, 1, (U) is bounded by :
up(U) < go(p) forp e (0;6]
pp(U) = go(p) forpelfil) T ]

Sketch of Proof N
The proof is exactly the same as the one from [6]. The whole
idea is to derive the upper-range:

0.8 - q

4+ 1

0.2 q

[ Vv = 2 S w,0) : A

! ! ! !

The integration of this equation, together with the Margmuli 0 02 o4 e 08 !
Russo lemma, gives the result. ] Siope insafe) Notring

To conclude this part, we remark that the non-decoding
region of a given point, for a-ary code, is an increasing
region of ;. For linear codes, this non-decoding region can
e[;I;/vziys{xbeetr];\gnssli%ol tg tgi gémétr:lodl’l(yf);sff dg(itlg)r ?“t.IX’hleet % which is almost vertical when the minimal distance
probability of error decoding of is then i, (Up). d is large.

For z € Uy, we show that eithehy, () = 0, or hy, (z) >
g, whered is the minimal distance of'.

Indeed, ifhy, (z) > 0, then there exists € C, ¢ # 0 such
that d(z,c) < d(x,0), andz; € U, at Hamming distance In this section, we only take interest in linear codes over

Figure 2. lllustration of the threshold effeet,= 400, p. = 0.7

IIl. ExpPLICIT COMPUTATION OF THETHRESHOLD FOR
MAXIMUM -DISTANCE SEPARABLE CODES

1 from z. The monotonic property ofl, provides|w(z;) — Fg-

w(z)| = 1, and asz is further from0 than z;, w(z,) = L i

w(z)—1. Then all the vectors obtained by replacing one of th@- Another Estimation of the Decoding Threshold
coordinates ofr by 0 are out ofUp; in particular, hy, (z) > By linearity, we can again without loss of generality assume
w(x). Letd, = w(c) > d be the weight of; as = is nearer that the sent codeword was the all-zero vediorA rough

to ¢ than to0, w(x) > % Thus the previous assertion. estimation of the probability of wrongly decoding (for a

Combining the previous results, we just showed that for amyossover probabilityp) can be estimated by the proportion
g-ary code, the probability of error is, as for binary codeg(p) as follows:
bounded by a threshold function. This can be expressed by
the following theorem, which has the same form as the one [{z: st3ceCc#0:d,c) <w(x) < np}|
showed in [6]: 9(p) = \{;; L w() <n H B '
Theorem 2:Let C be a code of any length, and of minimal ' ="
distanced. Over theg-ary symmetric channel, with transition g(p) is in fact the proportion of vectors € Fy, w(x) # np,
probability p, the probability of decoding erraP.(p) associ- that are closer to a non-zero codeword thar.to
ated withC' is such that there exists a uniquge (0; 1) such Letvol(g,n,t) = %logq (V (t)). Itis well known that when
that P.(p.) = 3, and P, is bounded by: t <n(l— ), vol(q,n,t) = Hy(5) + on(1), where Hy(z) =
—zlog, x — (1 — x)log,(1 —x) 4+ xlo — 1) is theg-ar
Pe(p) § 1-— @(ﬁ(\/— ln(l —Pc) - \/— 111(1 - p))) entrorg)qy ofz (e [07 1)}. gq( ) i gq(q ) ey

The upper-bound<) is true wherp € (0; p.J; the lower-bound To compute the numerator, we suggest, for each codeword

(>) is true whenp € [p; 1(. ceCto compute the number of vectarsthat are nearer.to
Even though linearity was asked so that all decoding réan to0. This number actually only depends on the Welght of

gions are isometric, it is not a requirement for this thearerfy @nd will be noteds,,, (w(c)). It actually suffices to consider

Indeed, the bounding equations are true for every codewdigdewords whose weight is betweeérand 2pn. .

¢ by replacingd by mingcc o zc d(c, ). Assuming that the ~AS there areA, ) codewords of weightw(c) in the

codewords sent are distributed in a uniform way ogerwe code (with the standard notation), the functigfp) can be

thus obtain this result. approximated by:
The behaviour of this function is illustrated in Fig 2. Araln S 4 )
p ~ 0 (actually, for allp < p. — € for a reasonable ), g(p) < &=l=d 1" 2)

. LT - ol(g,n,pn)
P, is extremely flat above its limit O; around ~ 1 (and, grenemen

symmetrically, for allp > p. + ¢, P, is extremely flat below  The different quantities used in this equation are illustla
its limit 1. Finally, around the thresholg., the slope is in Fig 3.



From this identity, it is easy to derive the more usable
formula:

° | ,“jt:pn e 4 A - (7;) g(l)j <;) (g4 _ 1) ©))

It is now possible to approximate quite nicely the error
probability while under the threshold - indeed, the nunwrat
and denominator are correct as long as a vectisr not close

Figure 3. Different quantities used in Eq 2 to 2 different codewords with a weight in the rangépn],
i.e. as long as the list of codewords at a distance less ghan
from z is reduced to a single element.

The numben, (w) is obtained in the following combinato-
rial way. Letc be a codeword of weight. Let » € F; be a C. Short MDS Codes over Large Fields

vector with the following constraints: We now focus on the specific problem presented in the

e d(z,0) <t ie. = is the result of the transmission Of |nyoduction, and motivated by the beckoning and authenti-

with at mostt errors. cation protocol from [1]. This setting is characterized by t

e d(z,0) > d(x,c), i.e. x is wrongly decoded. following:

We notex the number of coordinatg‘sin x such thats; # ¢; « The underlying code is a Reed-Solomon over a fi&d
andz; = 0; 3 is the number of coordinatéssuch thate; # ci, The field sizeg is very large for cryptographic reasons;
andzx; # 0; ~v is the number of coordinatéssuch thate; # ¢, « The code length is very short (with respect tg) asng
ande; = 0. _ - is the size of embedded low-cost devices’ memory.

The preylous constraints on can be rewritten into the This application fits into the framework depicted in the
system(S): . . . .

previous sections. Moreover, the informationrhuch smaller
1) 0<a,f<w than ¢" (n = o(q)) enables to compute an asymptotic first
2) 0<y<n—-w order estimation of the threshold in such codes.
(S):4 3) v<t+a—-w Indeed, ifg(p) < f(p), theng=(3) > f~(3). We now
4) B+y<t compute an upper bound grip), to derive an estimation on
5) 2a+pB<w the thresholdd. More precisely, we aim at computingp)
. the first-order value ofog, (¢(p)); then,.~'(0) is a lower-

We then obtain approximation of the threshold.

w @ n—w To estimate the weight enumeratdy, we use formula
1= 3 ()5 ) (Y- (7Y P e e s e
0,

Remark 1:It is easy to see that, (w) is at most the volume A < (7) 2lg!timd < gntlglti=d,
of a ball of radiusw — g; this estimation will be used in the
next part. The number of targeted vectors for each codeword)

is not easy to evaluate; we note its first order development
B. Application to MDS codes log,, v¢(1) == npu(l,t) + 0g(1), so that(l) < g™t o, (q).

Maximum-Distance Separabl®DS) Codes are codes such(Here, the term(¢) is a bounded by a polynomial in.) We
that their dimensionk and minimal distanced fulfil the know that

Singleton bound, so that: 0<nu(l,t)<l— g (4)
k+td=n—1 Combining these elements with equation (2), we obtain

A well known family of MDS codes are the Reed-Solomon 2pn
codes, for which a codeword is made of the evaluation of a g(p) < Zq(”“)1°gq(2)““*‘“"“”’1’")*””0“‘1’"4’@.
degreek — 1 polynomial overn field elementsay, ..., a,. 1=d
Reed-Solomon codes ovéYy, can have a length up tp— 1, ¢ :

As wol(q,n,t) = Hy(;) + on(l) = -+ + o04(1),

but shorter such codes are also MDS. the first order of g(p) is bounded by:log,g(p) <

For MDS codes, the numbed; of codewords of given

weight is known. This number is: maXie (i pn) (1 + 1= d = pn + np(l, pn)) + oq(1).

The bounding (4) ofu shows that the right-hand side of
— ‘ this inequality is betweem -+ pn — d and1+ 3pn — 22, which
A=) (-1)77" <n) <J> ("7 —1) shows that the thresholg!(1) is asymptotically betwee#

j=1 J ¢ andj.



Unfortunately, a more precise evaluation pf strongly reduced to that of the threshold probability of a linear erro
depends on the context. Indeed, according to Section llI-Acorrecting code. Indeed, below the threshold of the codewh
n—1 ! a+p the minimal distance of the code is large enough, the error
v(l,t) = 04(¢) - max 5”( ) < ) < > decoding probability of the code is exponentially smallij én
B(S) v atp B is exponentially close to 1 above the threshold. For oursabéis
This maximum can be obtained by evaluating the term fmarameters, ensuring that the error rate is above the thicesh
be maximized on all vertices of the polytope defined by the enough to show the security of the scheme.
system(S). (S) is made of 9 inequalities of 3 unknown, the We show that the threshold behaviour can be demonstrated
vertices are obtained by selecting 3 of these equations,ahufor ¢g-ary codes as well as for binary codes; we then compute
most (}) = 84 vertices. However, it is not possible to exhibita lower-bound on the threshold of MDS codes.
here a general answer as the solution depends on the minima\pplying these results to the initial problem, we show that
distance of the codd,e. on the rate of the Reed-Solomorthe threshold for a (highly) truncated Reed-Solomon cods ov
code. a finite field Fys« is very near to normalized the minimal
) o distanced = n — k + 1 of this code. As a conclusion,
D. Numerical Application to a(2048,256,1793)ss: MDS 1 syitch from an algorithmic assumption (the hardness of
Code the Polynomial Reconstruction Problem [4]) to Information

In the case of a code over a finite field of reasonabfheoretical security, we recommend to raise the dimenkion
dimension, it is possible to exactly compute the ratio thaf the underlying code. This lowers the decoding threshéld o
approximates the Maximum Likelihood threshold. Howevethe code; the downside is that storage of a codeword is more
the exact threshold cannot be easily computed yet; it ik stlstly.
an open problem related to the list-decoding capacity oflRee
Solomon codes.

We therefore used the NTL open-source library [9] to We thank Gilles Zmor for the useful comments and fruitful
compute the valuesl;, v (I) and |B(t)| in order to have discussions, and the anonymous referees for pointing some
an accurate enough approximation of the the funcggpm) Mmissing references and for the helpful remarks.
described earlier. The parameters are those that wereggdpo
in [1]. The results show that the decoding threshold of such a
code is betweef.8 and0.875, in other words, just below the [l J: Bringer, H. Chabanne, G. D. Cohen, and B. Kindarji, ivéte

) & interrogation of devices via identification codes,”INDOCRYPT ser.
conservative upper-bound— Lecture Notes in Computer Science, B. K. Roy and N. Sendrigs, E
The slope around the threshold is around 115, sopfor vol. 5922.  Springer, 2009, pp. 272-289.

« n (i ; ; [2] V. Guruswami and M. Sudan, “Reflections on "improved deogdof
small (m fact, a bit smaller tha@c) g(p) IS very near to, reed-solomon andalgebraic-geometric codes”,” 2002.

while asp goes tol, g(p) is much greater than the maximum [3] v. Guruswami and A. Rudra, “Explicit codes achieving liicoding ca-
probability of 1. This was predicted earlier, and expresses the pacity: Error-correction with optimal redundancyiformation Theory,

ot : : IEEE Transactions gnvol. 54, no. 1, pp. 135 -150, jan. 2008.
fact that the list-size of radiugn is always greater than 1. [4] A. Kiayias and M. Yung, “Cryptographic hardness basedrandecoding

The threshold Valu@_l(%) ~ 1~'(0) is a lower-bound for of reed-solomon codes,” IfCALP, ser. Lecture Notes in Computer Sci-
the threshold of the code, though the intuition says that thi  ence, P. Widmayer, F. T. Ruiz, R. M. Bueno, M. Hennessy, S.rtidez,

_ ; and R. Conejo, Eds., vol. 2380. Springer, 2002, pp. 232—-243.
lower-bound is pretty near to the real threshold. [5] G. R. Grimmett, “Percolation,” 1997.

. : . ) ]
This result is coherent with previous results on the harsiness] J.-p. Tillich and G. 2mor, “Discrete isoperimetric inequalities and the

of decoding Reed-Solomon codes. [10] study the hardness of probability of a decoding errorComb. Probab. Compytvol. 9, no. 5,

ot ; pp. 465-479, 2000.
the List Decodlng prOblem’ ar_]d shows thaF for th_e furthes[t7] G. Zemor, “Threshold effects in codes,” iAlgebraic Coding ser.
vectors (vectors that accomplish the covering radius of the' [ecture Notes in Computer Science, G. D. Cohen, S. Litsyn,obstein,
code, a.k.a. “Deep Holes”) maximum-likelihood decoding is[8] gnd G. kmori_EdS-, vgl-b7_|§31-_ Sﬁringer, 1993, p]p- ZmL?—ZSE-I

_ ; ; o ; . A. Margulis, “Probabilistic characteristics of g with large

an NP-hard problem. The covering radl,us I‘,Q” m_ this cas..e,. connectivity,” Problemy Peredé& Informacii, vol. 10, no. 2, pp. 101—
n —k = d — 1. Moreover, the average list size is the missing 108, 1974.
factor in inequality (2), if it is small before the numeraimir  [9] V. Shoup, “Ntl: A library for doing number theory.” [Onlg]. Available:

. . . http://www.shoup.net/ntl
(2) then the approximation is accurate. [11] shows thatrafig, "\ uswami and A. Vardy, “Maximum-likelinood decoding ed-
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As a conclusion, let us look back to the starting point of
our reasoning. The initial goal was to revise the conditiohs
security of the construction depicted in [1]: from a recdive
vector z of Fy, for what parameters is the size of the
list of radiuspn exponentially large? This problem can be



