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1 Introduction

Let n be a positive integer. A Boolean function f on Fa» is an [F,-valued function
over the Galois field Fan of order 2. Boolean functions play an important role
in coding theory (and in particular the class of Reed-Muller codes [20], [9])
on one hand and symmetric cryptography (block ciphers and stream ciphers)
[2] on the other hand. Various criteria related to cryptographically desirable
Boolean functions have been proposed, such as balancedness, high nonlinearity,
correlation immunity, satisfiability of the propagation criterion etc.

The notion of semi-bent function has been introduced by Chee, Lee and Kim
at Asiacrypt’ 94 [7]. In fact, these functions had been previously investigated
under the name of three-valued almost optimal Boolean functions in [I]. More-
over, they are particular cases of the so-called plateaued functions [30l29]. Semi-
bent functions are widely studied in cryptography because, besides having low
Hadamard transform which provides protection against fast correlation attacks
[22] and linear cryptanalysis [21], they possess desirable properties such as low
autocorrelation, propagation criteria, resiliency and high algebraic degree. Semi-
bent functions have been paid a lot of attention in code division multiple access
(CDMA) communication systems for sequence design [12], [26], [13], [14], [15],
[16], [17] etc. In fact, highly nonlinear functions correspond to sequences that
have low cross-correlation with the m-sequences (maximum-length linear feed-
back shift -register sequences) represented by an absolute trace function T'r]*(x).
Semi-bent functions exist for even or odd number of variables. When n is even,
the semi-bent functions are those Boolean functions whose Hadamard transform
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takes values 0 and £2"3 . They are balanced (up to the addition of a linear func-
tion) and have maximal non-linearity for balanced plateaued functions. When n
is odd, the lower bound for the maximum size of the Hadamard transform is not
known in general. However, this lower bound has been shown to be 2"3" when
the function is quadratic [20] or when n = 3,5,7 [25]. Also, it has been shown
in [27], [28] that the lower bound for the maximum size of the Hadamard trans-
form does not exceed g; x2"3" when n > 15 is odd. Functions which achieve
this lower bound with equality are the semi-bent functions, whose Hadamard
transform only takes on the three values 0, 22" 18]

In this paper, some Boolean functions in polynomial forms with even number
of variables are considred. Some papers have been devoted to the construction
of semi-bent functions whose expression is a power polynomial 77} (z¢) for a
suitably chosen d and particular values of n (n even). A recent work in this topic
is due to Charpin et al. [6] for the construction of quadratic semi-bent functions.
A very recent work is [3], in which semi-bent functions in even dimension are
characterized and many infinite classes with maximum algebraic degree have
been derived from a subclass of bent functions (more precisely, Dillon Partial
Spreads PS,p-like). Recall that bent functions are those Boolean functions whose
Hadamard transform takes values +£22. Our main intention in this paper is to
investigate the link between Kloosterman sums and the semi-bentness property
of functions defined on Fa» (n = 2m) whose polynomial forms are given by (*):

TT;L (axr(Qm—l)) +T7"% (benL; ) n T'I‘l ( 7. 2™ +1) + TT'{L (daj(gm_l)s"'l)

where r is a positive integer such that ged(r,2™ + 1) = 1, s € {O, 1 6,3}
(1 and § are understood modulo 2™ + 1), a € F3., b € ]F4, ¢ € Fom and
d € Fy. The paper is organized as follows. In section 2] we fix our main notation
and recall the necessary background. Next, in section [B] we give some technical
results. Finally, in section M, we characterize some infinite classes of semi-bent
parameterized Boolean functions of the form (*) in terms of the evaluation of
the classical Kloosterman sum on the single parameter a.

2 Notation and Preliminaries
For any set E, we will denote E \ {0} by E*.

e Boolean functions in polynomial forms
For any positive integer k, and for any r dividing k, the trace function from

For to Fgr denoted by TrF, is the mapping defined as: Vo € For, TrF(z) :=

ko
i 01 z” . In particular, the absolute trace over Fs is the function Tr{(z) =

T

PO 01 xz~ . Recall that, for every integer r d1v1d1ng k, the trace function TrF
satisfies the transitivity property, that is, Tr¥ = Tr} o Trk.
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Every non-zero Boolean function f defined over Fon has a (unique) trace expan-
sion of the form:

Vo € Fan, f(a';) = Z Trf(j)(ajxj) + 6(1 + .’L‘Qn_l)
JEIn

called its polynomial form, where I3, is the set of integers obtained by choosing
one element in each cyclotomic coset of 2 modulo 2™ — 1, o(j) is the size of the
cyclotomic coset of 2 modulo 2" — 1 containing j, a; € Fyoy and, € = wi(f)
modulo 2 where wt(f) is the Hamming weight of the image vector of f, that is,
the cardinality of its support Supp(f) := {z € Fan | f(x) = 1}.

The algebraic degree of f is equal to the maximum 2-weight of an exponent
j for which a; # 0 if e =0 and to n if e = 1.

e Walsh transform and semi-bent functions

Let f be a Boolean function on Faon. Its “sign” function is the integer-valued
function x(f) := (—1)7. The Walsh Hadamard transform of f is the discrete
Fourier transform of  y, whose value at w € Fa» is defined as follows:

Yw € ]an, @(w) = Z (71)f(®)+Tr;L(wz).

xE€Fon
Semi-bent functions [7], [§] can be defined as follows:

Definition 1. For even n, a Boolean function f :Fon — Fo is said to be semi-
— n+2 X

bent if X7(w) € {0,£2 2°Y, for all w € Fan. For odd n, a Boolean function

[ :Fon — Fy is said to be semi-bent if X7(w) € {0, :i:?TLzJ'rl}, for all w € Faon.

It is well known (see for instance [2]) that the algebraic degree of a semi-bent

Boolean function defined on Fan is at most 7.

e Niho power functions

Let n = 2m be an even integer. Recall that a positive integer d (always under-
stood modulo 2" — 1) is said to be a Niho exponent, and x¢ is a Niho power
function, if the restriction of z% to Fam is linear or in other words d = 27
(mod 2™ — 1) for some j < n. As we consider T} (z?), without loss of general-
ity, we can assume that d is in the normalized form, with j = 0, and then we
have a unique representation d = (2™ — 1)s + 1 with 2 < s < 2™, Four examples
of infinite classes of Niho bent functions are known up to linear equivalence.
The simplest one is the quadratic function x — Tr{® (cx2m+1); ¢ € F5,.. Three
infinite classes of Niho bent functions in univariate form have been given in [I1]:

Lo Trp (aw@’"*l)%“ +agx<2m,1)3+1), a1 € Fu, ay € Fiu; (it m = 2

(mod 4) then as must be a fifth power of an element in Fon; otherwise asg
can be any nonzero element of Fan).

2. x> Trp (Cle(Tn"l);Jrl + agx(zm'*l)i+1), aj € F%., az € F5., m odd;

m 1 m 1
3. x = Trp (alx(g Do+l 4 gox(2 _1)e+1), a; € F3., as € F5. m even.
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e Kloosterman sums
We need to introduce a classical binary exponential sum on Fom (where m is an
arbitrary positive integer):

Definition 2. The classical binary Kloosterman sums on Fam are:

1
Km(a) = Z X(Tﬂn(a:ﬂ + 3’,‘))’ a < ]FQWL
rEFom

The Kloosterman sums are generally defined on the multiplicative group [F3.. of
Fam. In this paper we extend to 0 assuming that x(7r*(})) =1 for = 0 (in

fact, Tri*(1) = Trm (2" 1),
The following Proposition is directly obtained from the result of Lachaud and
Wolfmann in [I8] which is suitable for any m (even or odd).

Proposition 3. [18] Let m be a positive integer. The set {K,,(a),a € Fom} is
the set of all the integers multiple of 4 in the range [—2("+2)/2 41 2(m+2)/2 L 1],

e Some additional background

Let n = 2m be an even integer. Let = be an element of Fs».. The conjugate
of = over a subfield Fom of Fyn will be denoted by & = 22" and the relative
norm with respect to the quadratic field extension Fon /Fam by norm(z) = zZ.
Also, we denote by U the set {u € Fon | norm(u) = 1}, which is the group of
(2™ + 1)-st roots of unity. Note that since the multiplicative group of the field
Fan is cyclic and 2™ +1 divides 2™ —1, the order of U is 2™ + 1. Finally, note that
the unit 1 is the single element in Fom of norm one and every non-zero element
x of Fon has a unique decomposition as: = yu with y € F5,, and v € U.

3 Some Technical Results

We state a well-known result (different proofs can be found in [I8], [I0], [19],[5]).
Proposition 4. Let n = 2m, r a positive integer such that ged(r,2™ +1) =1
and a € Fam. Let U be the group of (2™ + 1)-st roots of unity. Then,

Do x(Tri(au) =1 - Kp(a)

uelU

The following result can be derived from [24], which extends Proposition [

Proposition 5. Let n = 2m with m odd and r a positive integer such that
ged(r,2™ 4+ 1) = 1. Let U be the group of (2™ + 1)-st roots of unity. Let b € F},
a € Fom and ( be a generator of the cyclic group U. Then,

Km(a)—l—;‘-4cm(a,a) ’Lf h=1

Tr? r +T2b 2”’;1 _
uze[:]X( 1 (au”) + Tri(bu )) Km(a)—lgzcm(a,a) b1
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Thanks to Proposition Bl one can prove the following result.

Corollary 6. Let n = 2m with m > 3 odd and r be a positive integer such that
ged(r,2m +1) = 1. Let U be the group of (2™ + 1)-st roots of unity. Let a € Fam
and b € Fy. Then

Z X (Tr?(aur) + Tr%(buw';rl )) =1 (1)

uelU
if and only if

— b=0 and K(a) =0,
— or, b# 0 and K, (a) = 4.

4 Some Semi-bent Functions in Univariate Forms

In this section, we investigate under which conditions on its coefficients a Boolean
function whose univariate form is given by () ( 3 is understood modulo 2™ +1)
is semi-bent.

Try (axr(zm,n) + Tr? (bxw?fl) +Try (cx(zm'*l)%ﬂ)

(2)
—s—Tr?(dgc(2 _1)s+1)
where r is a positive integer such that ged(r,2™+1) =1, s € {0, 1, é,3} (1 and
é are understood modulo 2™ + 1), a € F3,., b € Fy, ¢ € Fan and d € Fa. Firstly,
we introduce the following decomposition F5, = U ulF3... Let gl(;,’)si 4 be of any
uelU

Boolean function of the form (2); note that the restriction of ¢
uF%. (u € U), is affine. More precisely,

(r,s)
a.b.c.d to any coset

— If b # 0, we consider the functions gérl’fi g of the form () only when m is

odd. We then have, thanks to the transitivity of the trace function:
Wy € P, g4 a(uy) = T (@uy) + Bu 3)
with
aw = Tr7 (du(Q’"—l)s-H I cu(2’”—1)§+1) — T (du(2m—1)s+1 + c) :
Bu =Tr} (au"@m_”) +Tr? (buw;l) )

— Otherwise (that is, b = 0), we consider the functions gl(l”)c 4 of the form
@) (without condition on the parity of m). Then, we have thanks to the

transitivity of the trace function:

Yy € Fom, gé’:b‘fl,d(uy) =Tr" (wy) + Bu (4)
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with
a, =Tr!", (du(gm_l)s+1 + c) ,
Ou="Tr} (au’“(szl)) .
Therefore, the Walsh transform of a generic function of the form () can be

computed as follows.

Lemma 7. Let U be the group of (2™ +1)-st roots of unity. The Walsh transform
of a generic element of the form (3) is (taking the same notation as in [3) or

@) -
Yoo € By, X (@) = 1= 30 x(Ba) + 2™ 3 olews + Ty wu)x(B) (5)
uelU uelU

where Oy is the indicator of the singleton {0}, that is, dp(2) =1 if z =0 and 0
otherwise.

Proof. Suppose m odd and b # 0. Let w € Fyn. The Walsh transform of gl(f,’fz J

is defined as
Nooro @) = > (o) g) + Tr (wa)).

9a,b,c,d
rEFon

Any element x € F3, having a unique polar decomposition x = uy with u € U
and y € F3.., we have:

(r,s)
Ky (@) =143 >0 X aluy) + Trf (wuy))

uelU y€eFs.,

=1+ Y X (T (o + ot (wu))y) + Bu)
uwelU yE]FZm

=1=> x(Bu) +2™ ) S0l + Ty, (wu))x(Bu)
uelU uelU

because ), cp  X(TT7"(A\y)) = 0if A # 0 and 2™ if A = 0. Likewise, one can
establish (IE% by similar calculations when b = 0 (for m even or odd).

We are now going to investigate several subfamilies of ([2). We begin with a
preliminary technical statement.

Lemma 8. Let w € F5. and ¢ € F5. \ Fom. The number of w € U such that
Tr (wu +¢) =0 equals 0 or 2.

Proof. One has
Trt (wu+¢) =0 <= wu+w? u*" +Tr"(c) =0
= u?+w T (u+w? T = 0.

Now recall that the quadratic equation X2 + aX + b = 0, a # 0, admits 0 or 2
solutions.
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Next we recall a result shown in [I1].

Lemma 9. For every w € Fan, the three following equations admits 0 or 2
solutions in U.

Trfn(wu—l—ué) =1 (6)
Tr! (wu +u°) =1 (7)
Tr! (wu® +u?) +1=0 (8)

Now, one can prove the following results.

Theorem 10. Let n = 2m. Let r be a positive integer such that ged(r,2™+1) =

1. Let a € F5.. and ¢ € F5, \ Fom. Then, 9((17:’(?1,0 is semi-bent if and only if
K, (a) =0.

Proof. Using the notation of (@), one has
@y =Trp(c), Bu=Tr(aw ")

The equation 777 (wu + ¢) = 0 admits 0 or 2 solutions for every w € F3n
by Lemma B Therefore . do(a + Ty, (wu))x(Bu) € {0,£2} for every
w € F5.. In the case where w = 0, since a,, = T (c) # 0 because ¢ €

Fan \ Fom, > ,cp 00(au) = 0. Basicly, for every w € Fan, Xg/ﬁ'E (w) = 1—
a,0,c,0

, Tr(au™ " =1)) mod 2™+, Recall that the function (1:0) s semi-

ZueU x(Tri( 94,0,c,0

bent if and only if Xg/(rE (w) € {0,£2™+1} for every w € Fon. Now, since
a,0,c,0

_2m+1 < _2m -1 S Z X(TTEL(GUT.(QM_I))) S 2m _|_ 1 < 2m+1
uclU

then, 91(17,,6?2,0 is semi-bent if and only if

Z X(Tr{‘(au’“@m*l))) =1.

uelU

Using the fact that u — 42" ~1 is a permutation of U since ged(2m—1,2"+1) =

1, we then conclude thanks to Proposition [l

Remark 11. The Niho part of a function gl(;(’)o,z,o in univariate form s
Tr(ca@" =Yz +1). Note that

Tr{‘(cx(zm*l)%ﬂ) =Tr"(Tr]

(@) ).

Moreover, recall that o(j) denotes the size of the cyclotomic coset of 2 modulo
2" — 1 containing j. We have, o((2™ — 1)} +1) = m, o((2™ — 1)3 + 1) = n,
o((2™ —1); +1) =n and o((2™ — 1) + 1) = n. So in the sequel, it suffices to
use the previous identity to get the polynomial form of the presented functions.
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Theorem 12. Let n = 2m with m > 3 odd. Let r be a positive integer such that
ged(r,2™ 4+ 1) = 1. Let a € F5,., b € F} and ¢ € F5, \ Fom. Then, the function

(r,0)

Yo beo 15 semi-bent if and only if K (a) = 4.

)

Proof. Using the notation of (), we are in the case where
o =Tr (), Bu=Tr(au" " V) + Tr?(bu T ).

Using the same arguments as in the beginning of the proof of Theorem [0, we

get that gérl’)og o is semi-bent if and only

Z X(Tr{‘(au’“(szl)) + Tr%(bu2 s ) =1.
uelU

We finally conclude thanks to Corollary [l

Theorem 13. Let n = 2m with m odd. Let r be a positive integer such that
(r,1)

ged(r,2™+1) = 1. Let a € F3. and c € F5, such that T}, (c) = 1. Then, g, o*: 1
is semi-bent if and only if, K., (a) =0.

Proof. Using the notation of (@), note that we are here in the case where

o = Tr(e) + Tr (w7034 = 14 T (u2)
By = Tr?(au’“(gm_l)).

Thanks to Lemma [ (using equation (B)) and noting that 14 77" (u2) has 2
solutions in U, one can repeat the arguments of proof of Theorem [I0] and then
conclude by Proposition [l

Thanks to Corollary [f] and Lemma [ (using equation (@) one can prove the
following result.

Theorem 14. Let n = 2m with m > 3 odd. Let r be a positive integer such that
ged(r,2™ + 1) = 1. Let a € F5., b € Fy and ¢ € F5. such that Trl(c) = 1.

Then, g(r"ll) is semi-bent if and only if, K,,(a) = 4.

a,b,c,1

Thanks to Lemma [ (using equation ([7])) and Proposition [ one can prove the
following result.

Theorem 15. Let n = 2m. Let r be a positive integer such that ged(r,2™+1) =
1. Let a € F%n and ¢ € F3. such that Tr}, (c) = 1. Then, the function g((:b?”i’l is
semi-bent if and only if, K, (a) = 0.

Thanks to Lemma [0 (using equation (7)) and Corollary [, one can prove the
following result.

Theorem 16. Let n = 2m with m > 3 odd. Let r be a positive integer such that
ged(r,2™ + 1) = 1. Let a € F5., b € F} and ¢ € F5. such that Tr(c) = 1.

(r,3)
a,b,c,1

Then, the function g is semi-bent if and only if, K,,(a) =4.
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Thanks to Lemma [0 (using equation (§))) and Proposition ] one can prove the
following result.

Theorem 17. Let n = 2m with m even. Let r be a positive integer such that

ged(r,2™ 4+ 1) = 1. Let a € F5. and ¢ € F5. such that Tr (c) = 1. Then, the
.1

function 95170631 is semi-bent if and only if, K,,(a) = 0.

Remark 18. Note that all the functions presented in the previous theorems are

of maximal algebraic degree for a semi-bent function, namely m.

Remark 19. Note that the characterizations of semi-bent functions given in
this paper can also be derived from Theorem 1 in [3] and using the results on
bent functions in [24), [23] and [11).

5 Conclusion

In this paper some functions in polynomial form in even dimension are con-
sidered. We derive explicit criteria involving Kloosterman sums for determining
whether a function sum of some trace functions, is semi-bent or not. Klooster-
man sums are used as a very convenient tool to study the semi-bentness property
of those functions.
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