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I. INTRODUCTION

A traditional commitment consists of sending or publishing
y = f(b) where f is a one-way function and b is a binary
vector that is supposed to remain hidden until it is disclosed.
Checking that f(b) = y forbids one from disclosing a vec-
tor different from the one that was committed to. The fuzzy
commitment problem arises when one wishes the protocol to
accept not only the original b, but also any vector b’ =b +e
where e is a vector of small Hamming weight. This problem
appears typically in biometrical contexts when b encodes, for
example, a fingerprint. Successive biometrical measures of
the same finger will always tend to differ slightly. To solve
this problem Juels and Wattenberg introduced the following
fuzzy commitment scheme. Choose a random secret vector s
and encode it as a codeword ¢ of some fixed, publicly known
code C. Then publish (in practice that may mean write on a
smartcard)
W=c+b together with f(c)

where f(c) is the image of ¢ by some cryptographic hash func-
tion. When b + e is submitted to the protocol, it adds it to
W, yielding a noisy version ¢ + e of c. The vector ¢ + e is
then submitted to a decoding algorithm which yields c¢. Va-
lidity is checked by computing f(c) and comparing it to the
stored value.

In the idealized setting of [1], the “biometric” vector b is
assumed to be uniformly distributed among vectors of a given
length. In that case, the published vector W yields no infor-
mation on the secret codeword c or the original secret s How-
ever, in practice the distribution of b may be far from uniform
and in that case the vector W is liable to leak undesirable par-
tial knowledge of ¢, and hence of s, to an unauthorized third
party (hereafter “the eavesdropper”).

Our present contribution to this problem is threefold. We
start with an information-theoretic approach and model the
situation by involving wire-tap channel models. This means
that we consider the eavesdropper to have access to a very
noisy version of the secret codeword, while the correct proto-
col yields access to a less noisy version of the secret codeword.
We would like to insure no leakage of secret information to
the eavesdropper: this problem can be remodeled as that of
maximizing the amount of information that can be reliably
transmitted through the less noisy “channel” with maximum
“equivocation”, i.e. insuring that the eavesdropper gets es-
sentially no information on the secret data.

Next, we generalize Wyner’s coset coding scheme [2] to the
case when both the main channel and the wiretap channel are
noisy. We then prove that this scheme, i.e. the use of linear
codes, achieve the Shannon-capacity of the system. However,
this scheme goes only half-way to providing a practical “zero-
leakage” fuzzy commitment protocol, because to achieve ca-
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pacity we need to involve random codes with an unacceptable
decoding complexity.

Finally, we present a complete solution to the original prob-
lem by making use of LDPC codes, with low decoding com-
plexity. The price to pay is a reduction of the system’s original
capacity to a subcapacity that we evaluate.

II. A BIOMETRIC IDENTIFICATION SCHEME WITH ZERO
INFORMATION LEAKAGE

The information leakage problem can be modeled as a wire-
tap problem as follows. Alice’s secret s is first encoded as a
codeword c of some code C and transmitted to Bob over an
additive channel that adds noise e to ¢, and over an additive
wire-tap channel to the eavesdropper Eve who receives ¢ + b.
The problem is to make the secret s as big as possible while
ensuring that Eve gets zero information on s.

The modified fuzzy commitment (or biometric identifica-
tion) scheme is as follows.

e Choose an error-correcting code C1, a code Cy obtained
by randomly choosing its parity-check matrix Hs, and
a one-way hash function f. Choose a random codeword
c € (1 whose syndrome for code C5 equals s.

e publish W =c + b, f(s).

e Authentication phase. Check that b’ is close to b
(d(b,b’) < e) : this means decode W + b’ to its clos-
est codeword z of C'y and compute its syndrome for Cl,
O'Q(Z) = H2 tZ.

Finally check that f(o2(z)) = f(s).

Our hypothesis on the wire-tap (or biometric) channel is that
there exists as set T' of typical biometric vectors b such that
the probability P(b ¢ T) decreases exponentially with the
codelength n, and such that the distribution of b condi-
tional to b € T is very close to uniform. We have therefore
|T| ~ 2#® where H(b) is the entropy of the biometric vector.
This condition on b includes in particular discrete memoryless
channels and also many channels with memory.

Under this condition we can guarantee that, whatever the
structure of code C1, as long as the sum of both the redundan-
cies of C7 and C2 does not exceed the biometric entropy H (b),
Eve obtains zero information. The code C can therefore, ei-
ther be chosen to achieve the capacity of the main channel
(for €), but this will require a decoder with non-polynomial
(and non-practical) complexity, or be chosen to reach some
subcapacity but to come together with a practical decoding
algorithm (e.g. an LDPC code).
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