Coin-Flipping-based Quantum Oblivious Transfer
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Oblivious Transfer (OT), Bit Commitment (BC),
and Coin Flipping (CF) are the central primitives to
build Two-party Secure Computations [1]. It is well
known that OT and BC are equivalent, while CF can
be trivially obtained from BC [2]. Nevertheless, Kent
set a particular model where CF is possible while
quantum BC is not and concluded that “coin flipping
is strictly weaker than bit commitment” [3]. We show
however that quantum oblivious transfer can be built
upon coin flipping.

First, we propose a Quantum Non-Orthogonal
Coding (QNOC) scheme where the two possible
values 0,1 of a classical bit are encoded by two
nonorthogonal pure states [¢),|¢1). With g =
1—| (¢o|%1) | < 1, we denote the scheme as S-QNOC.
Then, we define the standard measurement for opti-
mally detecting the encoded bit:

where po = [o) (Yo|,p1 = [¢1) (¢1] and I is the
identity operator. Let Alice encode a bit b by the
B-QNOC and send the qubit to Bob who can only
detecting b with the maximal probability S by mea-
suring the qubit with E: Bob can infer b when E
outputs 0 or 1. We denote the execution of such a
Weak Oblivious Transfer (8-WOT) by a bit e where
e =1 (ple = 1) = B) when the measurement of £
gives 0 or 1. Of course, in this quantum S-WOT pro-
tocol, Alice can control the probability distribution
of e, and Bob can violate the scheme by using any
measurement to detect b.

Based on this 8-WOT, we propose a coin-flipping-
based quantum One-out-of two Oblivious Transfer
(O-OT) protocol where Alice has two bits b, b1 and
sends them to Bob who is allowed choose to get only
one of them. We denote ¢ for Bob’s choice.

Protocol 1. CF-based Quantum O-OT(by,b,)(c)

1. Alice and Bob agree on security parameters
B,K,L and M.

2. For i from 1 to (M + 1)K, Alice picks a ran-
dom bit m; and sends to Bob a quantum states
encoding m; with our QNOC scheme.

3. Alice and Bob use coin flipping to generate K
random numbers of log((M + 1)K) bits to select
Uc{l,.,(M+1)K} with |U| =K

4. For i € T ={1,.,(M + 1)K} \ U, Alice un-
veils m; to Bob; Bob wverifies by measuring the
hqubit with the projection {pm;, Is — pm,}-

5. For i € U, Bob measures the it"
plete the it" B-WOT run.

qubit to com-

6. Bob randomly builds two disjoint index subsets
Ro,R1 C U such that |Ro| = |R1| = L, and
Vi € Ry, the ith WOT execution yields e; = 1.

7. Bob sends the ordered pair (R.,Ri_.) to Alice,
according to his choice c.

8. Alice, receiving (R, Ri_.), sends back (b, by) to

Bob where by = by ® &b m;, by =b @ b m;.
i€R, i€ER1_.

9. Bob deciphers b. = b, ® @b m;.
1€Rg

We show that, with 8 = 1 — cos75° > 1/2 and
L/K =1/2, we can choose a large value of K to se-
cure the protocol on Bob’s side. In fact, based on the
proof of Bennett et al. [4], the accessible informa-
tion about the parity of all m; from the qubits can
be made arbitrarily small by increasing K. Thus, the
security of the parity of by, b; can be assumed.

Besides, if Alice violates the 8-QNOC to control
the probability distribution of ~-WOT runs, then she
must be detected by the tests in step 5 when M is
large. The coin flipping is required to generate ran-
dom bits in such a way that neither Alice nor Bob
can cheat on the selection of U and T'.
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