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Theoretical and Practical Boundaries of Binary

Secure Sketches

J. Bringer, H. Chabanne, G. Cohen, B. Kindarji and G. Zémor

Abstract

Fuzzy commitment schemes, introduced as a link betweendiitra and cryptography, are a way
of handling biometric data matching as an error correctesué. We focus here on finding the best
error-correcting code with respect to a given databaseahéiric data.

We propose a method that models discrepancies between thionmmeeasurements as an erasure
and error channel, and we estimate its capacity. We then shattwo-dimensional iterative min-sum
decoding of properly chosen product codes almost reacleesapacity of this channel. This leads to
practical fuzzy commitment schemes that are close to thieardémits. We test our techniques on public

iris and fingerprint databases and validate our findings.

Index Terms

Iris, fingerprint, biometrics, secure sketches, boundari@n-sum decoding.
EDICS: MOD-CHAN, WAT-THEO, BIO-PROT.

. INTRODUCTION

With the growing use of biometric recognition systems cotheseed to secure and protect the privacy
associated to biometric data. Juels and Wattenberg's foammitment scheme [2] uses Error Correcting
Codes and was introduced to handle differences occurritwgelem two captures of biometric data. Many

papers give applications of this technique for cryptograjplurposes [3], [4], [5], [6], [7], [8], [9], [10],
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[11], [2], [12], [13] but only a few investigate what are thedt codes for this decoding problem and
how to find them.

Secure sketches have been experimented with several bicsnétpplications to face recognition [14]
and to fingerprints [15] are proposed that make use of BCHgadd reliable bit extraction. In a different
way, Daugmaret al. experimented with the use of a concatenated Hadamard — &ledion code for
iris recognition [16].

In this paper, we explain how to estimate the theoreticaloperance limit of a secure sketch, applied
to binary biometric data, at a given code dimension. We thescidbe an efficient iterative decoding
algorithm on product codes, which leads to near-optimafoperance in our experiments on iris and

fingerprint recognition.

A. Biometric Matching and Errors Correction

1) Biometric Templates. The issue of the best codes we can expect for biometric settehes is
addressed here, in the context of binary biometric feajaess the case for iris recognition systems, see
[17] — more details on iris recognition are also availabl§li®]. So we focus our paper on iris biometrics
but it is also relevant to fingerprints.

Indeed, our techniques are applicable to recent methodshwiwolve transforming real-valued tem-
plates into discrete ones so as to use secure sketches4Lf[1%]). A nice feature of discretization is
that Hamming distance becomes an efficient tool.

Note that in our setting, all templates will be binary arragrgen though our theoretical approach also
applies to arrays over any finite field.

2) Matching and Error Rates: Typically, a biometric-based recognition scheme consibta/o phases.
First, in the enrolment phase, a biometric tempfate measured from a uséf and then registered in a
token or a database. The second phase — the verification urea@ new biometric samplé from U
and compares it to the reference data via a matching funcdiocording to some underlying measure
and some recognition threshotd &’ will be accepted as a biometric measurelbif .(b,b") < 7, else
rejected. Mainly two kinds of errors are associated to thiseme: False RejecER), when a matching
user, i.e. a legitimate user, is rejected; False Acceptéfg when a non-matching one, e.g. an impostor,
is accepted.

Note that, when the threshold increases, Hi®s rate FRR) decreases while thEA’s rate FAR)

grows, and conversely.
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3) Error Correcting Codes and Secure Sketches: Our methods will resort to information theory and

coding. Some basic definitions are given hereafter. For rhbaokground, notations and classical results,

the reader is referred to [19] and [20] in these two fields eetpely.
Let H be the collection of all binary N-tupleg{ = {0,1}" = FY, whereF, = {0,1}.

The @ operator is the canonical exclusive-or ovép:

Oifa=5b
a®b =
lifa#b

The Hamming distance over H is the metric distance defined as the number of binary difiees

between two elements, i.e.
N

dy(u,v) = Z(ul ® v;).

i=1
Equipped with the Hamming distanc, is called theHamming space of length N.
An Error Correcting Code (ECC) overH is a subseC C H; elements ofC are calledcodewords.
An (N, S,d) binary ECC is an error correcting cod€' over H with S elements such that for all
distinct codewords; andcy, dy(c1,c2) > d. N is called the length of”, S is the size ofC and
d, the smallest Hamming distance between two distinct coddsyds the minimum distance.
A binary linear error correcting code” is a vector subspace @Y'. By linearity, the minimum
distanced,,;, of C is now the minimum weight among non-zero codewords, whezavdight of a
vectorz is its distance to the vect@. Whenk is the dimension of the subspa€g C' is denoted
by [N, k, din]2. Here, thecorrection capacity ¢ of C' is the radius of the largest Hamming ball for

which, for anyz € FY, there is at most one codeword in the ball of radiuntred onz. Clearly,
t = [(dmin — 1)/2].

Assuming that the templates live iH, the main idea of fuzzy schemes, as introduced in [2], is to

convert the matching step into an error-correcting one.d’dte an(N, S,d) ECC in H.

During the enrolment phase, one stores ¢ @ b, wherec is a random codeword ity,
During the verification phase, one tries to correct the qued codeword &b = c® (b V). Note
that when the Hamming distandg, (b, ) is small, recovering: from ¢ @ (b @ V') is, in principle,

possible.

The correction capacity of' may thus be equal te if we do not want to alter th&RR and theFAR

of the system. Unfortunately, the difference between twasaees of one biometric source can be very

important, whereas the correction capacity of a code icttrally constrained.
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The fuzzy commitment scheme is then an error-tolerant atittegion scheme which follows the above
method with the use of a committed value. The main goal is tiegpt the storage of biometric data
involved in an authentication biometric system. llebe a cryptographic one-way function, and let us
storeh(c) in the enrolment phase, together with= ¢ @ b. The authentication will be a success if the
verification returns a codeword such thath(c') = h(c). An illustration of the scheme is provided in
Fig. 1.

This construction has been formalized in [11] under the n&awire Sketch. Informally, a secure
sketch is made of a probabilistic Sketching Functifi, which “hides” the biometric template, and a
deterministic Recovery FunctioRec which recovers the original template if not too many erroaseh
occurred.

Several constraints are studied in the literature, e.@®JiM9], [11], to achieve the protection éfwhile
z is publicly known. These works show that the cadenust be adapted to the entropy of biometrics and
it leads in fact to a trade-off between correction capacitg’and the security properties of the scheme.
Moreover, the size5 of C should not be too small, to preveatfrom revealing too much information
about the templaté: indeed the probability for an attacker to “gueds’out of z = ¢ @ b, with the
computation ofz @ ¢ from the choice of a random codewotdis lower bounded byt /S. This issue is

also discussed in Sec. IV-D.

B. Organization of this Work

We first look for theoretical limits. In Sec. Il, we formalizeur problem by transforming a database

of biometric data into a binary erasure-and-error charWel.then give a method for finding an upper

=3

Enrollment

{ (. h(e)
: |

randomly

h(c) = h(c) ?

Authentication

Figure 1. The Fuzzy Commitment Scheme [2]

April 28, 2008 DRAFT



Page 5 of 33

bound on the underlying error correction capacity, and a@rghow to transpose this result into bounds
on FAR andFRR.

Section Ill introduces the biometric datasets — two for lmismetric and one for fingerprints — we use
in our experiments; we then present the practical boundaatifrom our result.

In Sec. IV, we illustrate our method by describing a very @it construction with iterative min-sum
decoding of product codes, and we provide parameters thaiysyperformances close to the theoretical
limit for those databases.

Section V concludes.

II. THEORETICAL OPTIMAL CORRECTION
A. Model

We consider two separate channels with a noise model basdleodifferences between any two

biometric templates.

« The first channel, called theatching channel, is generated by erroiis® v’ whereb andb’ come
from the same usdy.
« The second channel, thi®n-matching channel, is generated by errors whebeand?’ come from

different biometric sources.

In a practical biometric system, the number of errors inrtr@ching channel is on average lower than
in the non-matching channel.

Moreover, the templates are not restricted to a constagtheindeed, when a sensor captures biometric
data, we want to keep the maximum quantity of informationibig rarely possible to capture the same
amount of data twice — for instance an iris may be occultedyjigs — hence the templates are of variable
length. This variability can be smoothed by forming a listevasures, i.e. the list of coordinates where
they occur. More precisely, in coding theory, an erasurdnereceived message is an unknown symbol
at a known location. We thus have an erasure-and-error deggaoblem on thematching channel.
Simultaneously, to keep tHeAR low, we want a decoding success to be unlikely onriba-matching
channel: to this end we impose bounds on the correction capacity.

In the sequel, we deal with binary templates with at mé¥stits and assume, for the theoretical
analysis that follows, that the probabilities of error amdseire on each bit are independent, i.e. we work
on a binary input memoryless channel. Note that resortingpterleaving makes this hypothesis valid

for all practical purposes.
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B. Taking into Account Errors and Erasures

As we take into account erasures into our biometric modelalse need to slightly enhance Juels
and Wattenberg's scheme. L@t m) and (b',m’) be two biometric template$, b’ denoting the known
information, andmn, m’ the list of erasures, in the way IrisCodes are representedcall represent some
(b,m) € {0,1}N x {0,1}" by a ternary vectob € {0,1,¢}", where the third symbat represents an
erasure.

The updatedkor rule on{0,1,¢} is very similar to the usual one: we definez’ to bex & 2’ if z
andz’ are bits, andt if one of z, 2’ is e.

In order to protect andb, the updated sketch will simply be the sum= ¢&b. The verification step
will also use thef operation to combine with ' into z&¥. The decoding can then proceed to correct

incorrect bits and erasures.

C. Theoretical Limit

Our goal is to estimate the capacity, in the Shannon sende ¢2the matching channel when we
work with a code of a given dimension. Namely, we want to knbe tmaximum number of errors and
erasures between two biometric measures that we can mantigeeeure sketches for this code.

Starting with a representative range of matching biometaita, the theorem below gives an easy way
to estimate the lowest achievati®R. The idea is to check whether the best possible code withdke b
generic decoding algorithm, i.e.rmaximum-likelihood (ML) decoding algorithm which systematically

outputs the most likely codeword, would succeed in comgcthe errors.

Theorem 1: Let £ € N*, C' be a binary code of lengtiv and size2* andm a random received
message, from a random codewordf of length N with w,, errors andw, erasures. Assume that
is an optimal code with respect ¥ andk, equipped with arML decoder.

If 22— > 6 thenm is only decodable with a negligible probability for a largje wheref is such that
the Hamming sphere of radiusy — w.)f in F5' =<, i.e. the sef{z € FY ", dy(x,0) = (N — w.)8},

contains2¥ —%-—* glements. O

Proof: In the case of errors only (i.e. no erasures) with error-pate w,, /N, the canonical second
theorem of Shannon asserts that there are families of codlegtvansmission) rate? := k/N coming
arbitrarily close to thehannel capacity «(p), decodable with ML-decoding and a vanishing (i) word

error probability P..
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In this casex(p) =1 — h(p), whereh(p) is the (binary) entropy functioridg’s are to the base 2):
h(z) = —zlogx — (1 — x)log(l — x).

Furthermore P, displays a threshold phenomenon: for any rate arbitratdgecto, but above capacity
and any family of codesl’, tends to 1 whenV grows.

Equivalently, givenR, there exists an error-rate threshold of
b= h_l(l - R)?

h~! being the inverse of the entropy function.

Back to the errors-and-erasures setting now. Our probleim diecode to the codeword nearest to the
received word on th@on-erased positions.

Thus we are now faced with a punctured code with lenyth w., size2¥, transmission raté?’ :=

k/(N —w.) and required to sustain an error-rate= 2= -.

By the previous discussion, if
p>0:=h"'(1-R),

NO code and NO decoding procedure exist with a non-vanispiogability of success.
To conclude the proof, use the classical Stirling approxiomafor the size of a Hamming sphere of

radiusaM in F)' by 2M(@)M |

This result allows us to estimate the correcting capacita diometric matching channel with noise
and erasures under the binary input memoryless channethwssgis.

Indeed applying Theorem 1 to thmatching channel gives a lower-bound on thERR achievable
(i.e. thebest FRR), whereas applying it to theon-matching channel gives an upper-bound of tHAR
(say theworst FAR).

Corollary 1: For a given biometric authentication system based on a yisecure sketch of length

N and dimensiork, and a given biometric databage = {b;}, let the functionfy; be fyi(y) =

ij —h! (1 — wae>, with w,, the number ofl’s occuring iny and w, the number ofe. Define
p$ .(z) (resp.pk, . (z)) as the probability density of results of all genuine (reisgpostor) comparisons

fn (DY) for b, € B.

Under these hypothesis, the following inequalities stangR > f0+°° p%,k(t)dt andFAR < ffoo p{\,’k(t)dt.
]
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In other words, Corollary 1 can lead to a kind of theoretic@@R curve which is not represented
thanks to the classical matching score distributions bul whe dimension of the underlying optimal
code on the abscissa axis. Therefore, from a given datalabse @iven features extraction scheme —
dedicated to discrete representation, it is possible tadachn approximation of the error-rates one can
expect from templates of the same quality. In particulamiy help to evaluate the efficiency of the
extraction algorithm.

Practical implications of this theorem are illustrated iecSlII-B.

I11. APPLICATION TO BIOMETRIC DATA

To explain our approach, we now present the estimation adettaptimal performances on several

public biometric databases.

A. Our Setting: Data Sets and Templates

We describe here the sets on which we made experiments. \Wddasribe the iris pictures from ICE
2005 and CASIA v1, then the FVC 2000 dataset from which weaex#d binary fingerprint templates.
For each dataset, we also represent the boundari€Rkéhand FAR.
1) IrisCodesand associated databases: We first made different experiments on iris recognition, athi
is a very natural target for binary error correcting codes. &Nose two public databases:
o The ICE 2005 database: [22], [23].
It contains 2953 images coming from 244 different eyes. llaleen without modification but one
slight correction: the side of the eye 246260 has been sedtdlom left to right. Hence we keep
2953 images. In this dataset the number of images for eaclisexgiable.
« The CASIA database: [24].
This is the first version of the Chinese Academy of Sciencdipltis database. It contains 756

pictures of 108 different eyes, with 7 pictures per eye.

A 256-byte (2048 bits) iris template, together with a 25@ebmask, is computed from each iris image
using the algorithm reported in [17]; the mask filters out theeliable bits, i.e. stores the erasures
positions of the iris template. The resulting template ikedalrisCode.

Note that the iris template as computed by this algorithm dapecific structure: [17] reports 249
degrees-of-freedom within the 2048 bits composing the tateapAs described in [25], [17], [26], the

algorithm involves computation of several Gabor filters eparate and local areas of the iris picture. The
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picture is normalized onto its polar representation, thieided into areas of regular size. The amplitude
information is discarded and the actual bits are the phaaetguation of this Gabor-domain representation
of the iris image. The ordering of the bits is directly linkexithe localization of the area. In practice,
the iris code can be represented by an 2D bits-array.

The classical way to compare two iris codBs > with masks M7, M> is to compute the relative
Hamming distance

[|[(I1 ® Iz) N My N M|

1
DGEA] @)

for some rotations of the second template — to deal with tkeoiientation’s variation — and to keep the
lowest score.

This formula gives the Hamming distance distribution gieenFig. 2(a), where the scores of matching
(intra-eyes) and non-matching (inter-eyes) comparisomsapresented. We can see that there is an overlap
between the two curves, and that the number of errors to Bdandhe matching channel is large. On
iris matching-channel an additional difficulty originattem the number of erasures which varies, for
instance for ICE, from 512 to 1977.

Although we know that all bits are not independent and thay ttho not follow the same distribution
(see e.g. [27]), following (1) the typical matching scorengutation does not use any internal correlations
between bits of the iris codes. So in this setting it is cohete suppose the matching channel to be
a binary input memoryless channel with independent bitreremd erasures. It will thus be possible to
apply Theorem 1 in this context.

2) Fingerprint Encoding and Associated Database: Traditional fingerprint matching is made thanks
to minutiae extraction [28] and comparisons of unordered e &’ of variable length. Using the
characteristic functiornys — as done in [11], [29] — is a way to translate minutiae into mabj vector
of fixed length. The size corresponds to the number of valbescbordinates could take. From a set
of minutiae, the idea is to construct a vector with all copadés equal zero except those which are
associated with the position of one minutiae. The problerihag this representation is not well-suited
for binary secure sketches. Indeed, the metrics assodiattdtk set representation is the symmetric set
difference, which does not take into account local disbortdue to elasticity of the finger skin. Still,
Secure Sketches are easier to construct for the Hammingndistwith ag-ary code.

To overcome this difficulty, Tuyl®t al. [15] describe a smart algorithm, in the line of the previous
works [30], [12], to extract stable binary vectors from fingénts and to apply secure sketches on them.

We based our experiments on such a coding, more precisely onpgovement which has been proposed
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10

in [31].

We describe a synthesis of the algorithm below. The mainigleadeal with fingerprint patterns rather
than minutiae. It makes use of core-based alignment teakrignd pattern features linked to directional
fields, thanks to the techniques described in [32], [33]].[B4oreover, to increase the stability of the
vectors, the binary fixed-length strings are generatedviafig some statistics by using several images
per user at the enrolment.

For these experiments, the FVC2000 [35] public database ZPptvas tested. This data set is made of
800 pictures of 100 different fingers, 8 pictures per fingére Tmage size is 256 by 364 pixels.

Before the enrolment step, we first align the picture on a figenht, such as the core, if available.
For that, we preprocess the picture in order to extract thhe point and an evaluation of the vertical
axis. We translate the picture, then adjust it to take carsoofie possible rotation. In practice, we did
prealign the fingerprints to solely test the binarizatioopmsed.

These points are then executed:

1) Picture embedding: to take into account the alignmentembed the256 x 364 pixels picture into

a larger picture off68 x 1092 to prevent any loss of information after re-alignment.

2) Real-vector extraction: we compute several Gabor filbershe resulting picture, of which we keep
only the magnitude. We also compute the directional fielcheffingerprint. The concatenation of
both computations gives us a real-vector of length- 17952, of which 15968 positions are known
to be null, due to the embedding. These positions will be ks erasures.

3) Binarization: the enrolment is done on several pictures yser and several users; a statistical
analysis gives enough information to quantize the vectgiomparing — coordinate after coordinate
— the mean value of a user to the mean value of the overallraerdldatabase. For each user, this
gives a vector from{0, 1, ¢}".

4) Reliable components selection: for each user, all erentmectors are combined into a bit string
of fixed lengthN. This is done by selecting only th®¥ most stable coordinates from the different
vectors. As it is likely that real-life pictures never areeqaligned, it is likely that the null positions
will not be the same for each fingerprint capture; this eratdehooseV > 17952—15968 = 1984.
More details on component selection are given in [31].

Hence we obtain binary templates, together with a mask, oked flength. The verification step is

quite similar; to get the fresh biometric template, we use plositions selected at the enrolment step,
and then compare them with the enrolled vector.

In the sequel, we selectetlimages per finger for the enrolment phase, one 2048-bit tmger
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enrolled finger is obtained, possibly with some erasured, the remaining 200 images are kept for
verification. As the verification step is done on just one piet the verification template will always
contain at leas2048 — 1984 = 64 erasures; this is well captured by the decoding algorithin€rease

the overall number of comparisons, we iterate the tests\eryechoices of6 images. This gives us a

genuine match count of 5600, and an impostor match count 8.9

Any other biometrics may be used to apply Theorem 1 as sooneasuaceed in getting a discrete

representation of the templates associated to a Hammitandes classifier.

B. Performances Estimation on these Databases

For each one of these databases we represent, in Figuresna, &, #he relative Hamming distance
distribution thanks to Eq. (1) for the matching and the naatahing channel and the corresponding FRR
and FAR curves. We have also estimated the optimal perfaresagiven by Corollary 1 and the results
are drawn in Figures 2(c), 3(c) and 4(c). The curves cormedpo the best FRR achievable with respect

to the code’s dimension and the greatest possible FAR asctidanof this dimension.

From the Hamming Distance distributions, it is obvious thealile iris recognition performs well with
the IrisCode algorithm, the chosen quantization is not dbadapted to fingerprint matching. Therefore,
the different results we shall have will significantly ditfe

For the three datasets, we see that the ratio of errors tdénemédpproach the Equal Error Rat&EER
— is very high, which is a problem for classical correctingles as it is explained in the next section.

We summed up some of the numerical limits BAR and FRR in table |, for dimensions likely to
be chosen for practical purposes. A general consequenbtatighie dimension of the code can not be
chosen too high in order to keep goB® rates.

Note that Theorem 1 gives us estimations of the theoreticétlsl based on asymptotic analysis under
a memoryless channel hypothesis, i.e. independent bigriticiple, it could be possible to expect more
efficiency without resorting to bit interleaving which ingmtice makes the channel memoryless. However
this would require highly intricate modelling of the mateygichannel, and it seems unreasonable to expect

that the decoding problem would be within reach of presemtalgorithms.
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12

FAR =
FRR

0 0.2

0.4
Threshold

0.6 0.8 1

(b) FAR and FRR via the Hamming distance (Eq. 1)

using a threshold

(c) Worst FAR and best FRR w.r.t. the code dimension

Figure 2. The ICE 2005 Dataset, IrisCodes

A. Previous Works

Code’s dimension| Minimum FRR Maximum FAR
ICE CASIA FVC ICE CASIA FVC
42 249-107% | 3.15-107% | 0.59-1072 | 8.14-10"* | 1.13-107* | 17.88 - 1072
64 3.76-107% | 4.47-107% | 1.26-1072 | 2.74-107* 0 10.32 - 1072
80 4.87-107% | 5.77-1072 | 1.93-1072 | 2.57-107* 0 7.07-1072
128 9.10-107% | 9.18-107% | 5.87-1072 | 2.41-107* 0 2.67-1072
Table |

THEORETICALLIMITS ON STUDIED DATABASES

IV. ANEAR OPTIMAL CONSTRUCTION

1) Quantization and BCH codes. In known applications of secure sketches to quantized kidcse

for instance [14], [15], the error correcting codes are s#ieectly to act as a Hamming distance classifier

April 28, 2008
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(@) Hamming distance distributions (b) FAR and FRR via the Hamming distance (Eq. 1)

using a threshold

Maximum FAR =
Minimum FRR

Limit Error Rates
=
S

250 200 150 100 50 0
Code Dimension k=log,|C|

(c) Worst FAR and best FRR w.r.t. the code dimension

Figure 3. The CASIA v1 Dataset, IrisCodes

at a given threshold. Hence, the correction capacity niyucarresponds to the threshold we want to
attain. To this end, the use of BCH codes is proposed: thendalya is their existence for a wide class
of parameters, the main drawback is that the correctionaifypia a hard constraint for the dimension.
As an illustration, in [14] the quantization technique igbgd to face recognition on two databases,
FERET database [36] and one from Caltech [37]. A Hammingdist classifier gives Equal Error Rates
of 2.5% and0.25% respectively for a threshold greater th@32 with code length511. Unfortunately
to achieve this minimal distance, the BCH code has dimensioh BCH of dimension40 enables a
threshold 0f0.185 with a FRR greater than0% and 1% respectively.
This phenomenon holds in [15] and for our first experimentshenFVC2000 dataset. Following Fig.
4(b), we remark that to achieve RRR better than the EER, the threshold is high: for example, for a
rate around 2%, the threshold is n@at which is not realistic with non-trivial BCH codes. To overce

this limitation, we propose in the sequel to use more apjmtgprodes.
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S
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Figure 4. The FVC 2000 (Db. 2) Dataset, Binary Encoding

2) IrisCodesand Concatenated Codes: More efficient codes are proposed in [16]. The secure sketch
scheme is applied with a concatenated error-correcting ominbining a Hadamard code and a Reed-
Solomon code. More precisely, the authors us@&akgs,33 — krslor Reed-Solomon code and a
[64,7,32], Hadamard code: a codeword of 2048 bits is in fact construate@ set of 32 blocks of
64 bits where each block is a codeword of the underlying Hadldnsode. As explained in [16], the
Hadamard code is introduced to deal with the backgroundsmod the Reed-Solomon code to deal
with the bursts (e.g. caused by eyelashes, reflection,

Note that in this scheme, the model is not exactly the samaies as the masks are not taken into
account. Moreover, the quality of the database used in [d6@jetter than the public ones we worked
with. The mean intra-eye Hamming distance reported in tipeps 3.37% whereas this number becomes
13.9% in the ICE database, which means that we must have arbiggrecting capacity. The inter and

intra-eyes distributions reported by the authors is drawrFig. 5.
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Different eyes

|| {codeA codeB) ", maskA \maskB ||
HD =

min  0.363
mean 0.498
max 0.581
std  0.033

|| maska \maskB ||

Same eyes

min 0.0 0.335 0.363
mean 0.034 -

max 0.335
std  0.038

Figure 5. Hamming distance distributions from [16]

Even if [16] reports very good results on their experimenth & 700-image database , the codes do
not seem appropriate in our case as the same parameters @Ethiatabase gave us a too large rate of
FR (e.g.10% of FR with 0.80% of FA), even for the smallest possible dimension of the ReedrSafo

code whentrs = 15.

To sum up, with respect to the Hamming distance distributiorigures 2, 3, 4, we need to find
correcting codes with higher correction capacity. To ashiperformances closer to the theoretical

estimation given in section IlI-B is also a great motivation

B. Description of the Two-Dimensional Iterative Min-Sum Decoding Algorithm

We now describe a very efficient algorithm which will help vsavercome the difficulties mentioned
above.

For a linear code with a minimum distandg;,,, we know that an altered codeword with, errors and
w, €erasures can always be corrected, disregarding decodinglerity issues, provided thatw,, +w. <
pmin.-

Classical algebraic decoding of BCH codes and concatefded-Solomon codes achieve this bound,
but not more. This upper bound is however a conservativenaggi it has been known since Shannon’s
days that it is possible in principle to correct many more@eriand erasures, all the way to the channel
capacity. In practiceiterative decoding algorithms are now known to be capable of achieving close-to
capacity performance, for such code families as LDPC oroturtdes. It is therefore natural to try and

bring in iterative decoding to improve on secure sketchas tise algebraic decoders. LDPC codes and
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turbo codes are however not usually designed for such nbiagrels as the type we have to deal with: in
particular, classical turbo codes are known not to behavleunder high noise. We have therefore chosen
to use product codes: this is because under the high noighitioonparticular to biometrics, we will be
dealing with codes of small dimension so that we can applyimam-likelihood decoding (exhaustive
search) to the constituent codes and alternate betweerdbotders with an iterative process. This will
yield a particularly efficient blend of iterative decodingdaexhaustive search.

We now describe product codes together with the specifiatiter decoding algorithm we will use.
A product codeC' = C; ® Cs is constructed from two code€!; [Ny, k1, dq]e and C3[No, ko, do]2. The
codewords of”' can be viewed as matrices of sixg x N; whose rows are codewords ©f and columns
are codewords of’,, see Fig. 6.

This yields a[N; x Na, k1 X ko, d; X d2]o code. Whenrk; and k, are small enough fo€; and C; to
be decoded exhaustively a very efficient iterative decodilggrithm is available, namely th@in-sum
decoding algorithm. Min-sum decoding of LDPC codes was lbgpeal by Wiberg [38] as a particular
instance of message passing algorithms. In a somewhatetiffsetting it was also proposed by Tanner
[39] for decoding generalized LDPC (Tanner) codes. Theavairive will be using is close to Tanner's
algorithm and is adapted to product codes. Min-sum is ugualhsidered to perform slightly worse
than the more classical sum-product message passingthigooin the Gaussian, or binary-symmetric

channels, but it is specially adapted to our case where ladye of the channel is poor, and the emphasis

C1,1 e C1,5 N C1,nq
c= Ci1 . Ci,j R Cing
Cn271 Cng,j Cn2,n1

Vi e [0, TLQ], (Ci,la Ci 25 - s Ci,nl) (S Cl

\V/j S [Oa nl]v (Cl-,ja C2.5y. - 5Cn2~,j) € 02

Figure 6. A codeword of the product cod& ® C> is a matrix where each line is a codeword @f and each column a

codeword ofCy
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is simply to use the Hamming distance as the appropriate lwasit function.
Let (z;;) be a vector of0, 1} >N, The min-sum algorithm associates to every coordingte cost
function x;; for every iteration of the algorithm. The cost functions dedined on the sef0,1}. The

initial cost function x?

4 Is defined bym?j(ac) = 0 if the received symbol on coordinatej) is  and

ky;(x) = 1 if the received symbol ig — z.

A row iteration of the algorithm takes dnput cost functionm%1 and produces aautput cost function
w77, The algorithm first computes, for every rainand for every codeword = (c; ... cy,) of Ci, the
sum

Ny '
kile) = 3 ki (cs)
j=1

which should be understood as the cost of putting codeward row i. The algorithm then computes,

for everyi, 7, m;’]@“ defined as the followingnin, over the set of codewords @f,

out _ : .
rij (@) = _ pin_ Ki(c).

This last quantity should be thought of as the minimum cogiuifing the symbok on coordinatg:;)
while satisfying the row constraint.
A column iteration of the algorithm is analogous to a row iteratiorithvsimply the roles of the row

and column indexes reversed, and cd@dereplacing code”;. Precisely we have

N>
ri(e) =D Kif(e) 2
=1
and
Rt (a) = min__ r;(c).

The algorithm alternates row and column iterations astified by Fig. 7. After a given number of
iterations (or before, if we find a codeword) it stops, andvtatkeie of every symbat;; is put atz;; = «
if k() < K1 — ). If K3 (x) = K§*(1 — 2) then the value ofi;; stays undecided (or erased).
The following theorem is fairly straightforward and illuates the power of min-sum decoding.

Theorem 2: If the number of errors is less thahds/2, then two iterations of min-sum decoding of

the product cod€’; ® Cs recover the correct codeword. O

Proof: (Sketch)
Without loss of generality, the correct codeword is thezalle vector. Suppose that after the second

iteration the algorithm prefers to 0 in some position(i, j). This means that the cost (2)(c) of some
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Ny
; 1 out _ : n
il wip R, | RG@) = min > wik(ern)
k=1
J
¢
1 /g?;.‘
U
J
Iizfjl
N2
kS (z) = min Z/{"—L c
ij ( ) c€Cacimx £ l]( l)
n
KN, j
U
J
Krout

)

Figure 7. A row iteration followed by a column one

non-zero codeword of C5 is smaller than the cost;(0) of the zero column vector. Now the casf(c)

of putting codeword: in columnj is equal to the Hamming distance between the received véetpr
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and a vectok, that hasc in column; and only rows belonging t6';. The costs;(0) of putting the zero
vector in columnj is equal to the Hamming distance between the received veetprand a vectoi
that has only zeros in columnand only rows belonging t6';. Now sincec belongs toC, it has weight
at leastd,, therefore the Hamming distance betwegnandx is at leastd,d;, andx. has at leastl,
rows of weight at least/; and at distance at leagt from the corresponding rows ofy. Therefore, if

the received vectofz;;) is closer tox. than toxy, it must have weight at least; da /2. [ |

C. Experiments and Results

To validate the algorithm described in section IV-B, we nokegent the results of experiments on
the public biometric databases introduced in Sec. lll-Agmhwe succeed in obtaining some correction

performances close to the theoretical limit.

We have experimented the algorithm on these databases \piintiaular choice for the code. In fact,
the product code is constructed to fit with an array of 2048, iy using Reed-Muller codes [40], [41] of
order 1 which are known to have good weight distributions.iaby Reed-Muller code of order 1 im
variables, abbreviated d@M (1,m), is an[2™,m + 1,2™~1], code. We chose to combine th&\/ (1, 6)
with the RM (1,5), leading to a product code of dimension 42 and codewordsnafties4 x 32.

The overall size of the code could appear small from a crypfagc point of view, but following the
theoretical analysis of section II-C, it is difficult to exggenuch more while achieving a lowWRR on a

practical biometric database. Achievable error rates eaemin Sec. IlI-B for each database we studied.

The density of errors and erasures in an IrisCode can be vglyih some regions, such as areas
where eyelashes occlude the iris. The same goes for the fimggefor which the captured area differs
significantly between two measures, leading to high-eesstagions. Therefore, we also added a randomly
chosen interleaver to break the biometric structure anckase the efficiency of the decoding algorithm.

« In so doing, we succeeded in obtaining for ICERR of about5.62% for a very smallFAR (strictly

lower than10~?). This is very close to the error rates obtained in a claksiedching configuration.
Note that in contrast Eq. (1) and Fig. 2(a) only giv&AR of about10~* for a similar FRR. .

« In the CASIA case, the algorithm gave ud=RR of 6.65% and0 FA. A basic Hamming distance

classifier would not give zerBA for a FRR less thar20%.

« For fingerprint from FVC2000 dataset, it yielded=&R of 2.73% and aFA rate of5.53%, which

is also a very good result for a binary encoding scheme.
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In all cases, the correction rates are relatively close @theoretical results from Table I, and so
the algorithm succeeds in achieving near-optimal resWlts.also noted that, unexpectedly, decoding
performances are more accurate than using a basic Hamnong such as Eq. (1) with a fixed threshold
for differentiating between matching and non-matchinggarhis underlines the fact that even though
Hamming scores give decent results for binary matching,absociated classifier is suboptimal and
can be overtaken by more elaborate techniques such as oalidgalgorithm, or alternative matching

functions that have been put forward recendy. [42].

D. Cautions and Limitations

Remember that Theorem 1 is deduced from an asymptotic bmira#hus to obtain better results, we
probably need to increase the length of the templates. Merethe base assumption for the computation
of the threshold is that errors and erasures occur independently and wittsdah@e probability. This
assumption is far from true in practice, thus the theorétioat on the error rates obtained by Corollary
1 should give slightly smaller False Reject Rates.

Moreover, even though we achieved near-limit results, wetmat neglect some warnings for the use
of Secure Sketches as a way to secure biometrics templates.

First of all, as it was noted in [3], a biometric database thatild be secured thanks to Secure Sketches
would not protect its users’ privacy against forward vedfion. In a few words, if someone gains access
to a biometric templaté,, it is easy for him to check whether it corresponds to a preslip enrolled
individual or not. As the biometrics we focused on — iris amdyéirprints — are hardly private and secret,
this is a flaw to seriously consider.

The error rates on secure sketches are more than just aacaftein the classical biometric behaviour:
they lead to a security gap if secure sketches are used asvéreypresented in [2]. Indeed, to decode a
sketch(z, h(c)) stored in a database, an attacker can try to decode évery for v’ a template from a
collection of biometric measures. This collection can beralependent database the attacker collected
for his personal use, or any public or secret biometric degabWhenever he obtains some codeword
¢, he can comparé(c¢’) with h(c). If the comparison is successful, the attacker deducesc, and
thusb = z @ c¢. This event is likely to happen with probabili§AR, which we can upperbound by the
estimation given by Corollary 1.

Recall that a cryptographic application is nowadays careid as secure enough if the best attack
known to break it takes abo@f® operations to be successful. If no more consolidation isedam the

Fuzzy Commitment Scheme, there exists a vulnerability ghegs access tb andc with aboutl /FAR =
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2~ 10g:(FAR) gperationsj.e. way less than what would be acceptable. We thus stronglydiage the use

of Secure Sketches without further protection, such as[43],[31].

V. CONCLUSION

This article demonstrates the inherent limits of errorection based matching. We derived explicit
upper bounds on the correction capacity of secure sketelmeisye validated our theoretical results on
two public iris databases and one fingerprint database. Wegshowed how the two-dimensional iterative
min-sum decoding algorithm achieves correction perforgeatiose to the optimal decoding rate.

We believe that our techniques are also of great interesthier diometrics when the number of errors
to manage and correct is quite large.

This paper shows a numerical constraint on the usual pegiocatsecurity trade-off of secure sketches.
Future work in this domain includes finding nearer-limit esdand decoding algorithms as well as

improving the reliability of biometrics templates.
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Theoretical and Practical Boundaries of Binary
Secure Sketches

J. Bringer, H. Chabanne, G. Cohen, B. Kindarji and G. Zémor

Abstract—Fuzzy commitment schemes, introduced as a link A. Biometric Matching and Errors Correction

between biometrics and cryptography, are a way of handling 1) Biometric Templates. The issue of the best codes we
biometric data matching as an error correction issue. We foas . - .
here on finding the best error-correcting code with respecto a Can expect for biometric secure sketches is addressed here,
given database of biometric data. in the context of binary biometric features, as is the case

We propose a method that models discrepancies betweenfor iris recognition systems, see [17] — more details on iris
biometric measurements as an erasure and error channel, and recognition are also available in [18]. So we focus our paper
we estimate its capacity. We then show that two-dimensional on jris hiometrics but it is also relevant to fingerprints.

iterative min-sum decoding of properly chosen product codg . :
almost reaches the capacity of this channel. This leads to pctical Indeed, our techniques are applicable to recent methods

fuzzy commitment schemes that are close to theoretical lirs. Which involve transforming real-valued templates intq:dﬁe
We test our techniques on public iris and fingerprint databags ONes so as to use secure sketches (cf. [14], [15]). A nicarkeat

and validate our findings. of discretization is that Hamming distance becomes an efftci
Index Terms—Iris, fingerprint, biometrics, secure sketches, tool. . . . .

boundaries, min-sum decoding. Note that in our setting, all templates will be binary arrays
EDICS: MOD-CHAN, WAT-THEO, BIO-PROT. even though our theoretical approach also applies to arrays

over any finite field.

2) Matching and Error Rates. Typically, a biometric-based
recognition scheme consists of two phases. First, in thel-enr
ment phase, a biometric templdtds measured from a user
g] and then registered in a token or a database. The second

Qgse — the verification — captures a new biometric sabiple

I. INTRODUCTION

With the growing use of biometric recognition system
comes the need to secure and protect the privacy associ U and it to th p data i tchi
to biometric data. Juels and Wattenberg’s fuzzy commitme M 7and compares it fo the relerence data via a matching

scheme [2] uses Error Correcting Codes and was introdu 880“0”- According to some underlying measyrand some

- A . i
to handle differences occurring between two captures of big:eegnition thresholdr, " will be accepted as a biometric

: ; o ; : U if u(b,b') <, else rejected. Mainly two kinds
metric data. Many papers give applications of this tecmlqaneasure 7 . _ ]
for cryptographic purposes [3], [4], [5], [6], [7], [8], [9]10], of errors are associated to this scheme: False Ref&R]j, (

[11], [2], [12], [13] but only a few investigate what are theWhen a matching user, i.e. a legitimate user, is rejecteldeFa

best codes for this decoding problem and how to find then@cggfé%?gglm)’ when a non-matching one, e.g. an impostor,

Se_cure ske_tch_es have been exper_lmented with sevgral bloNote that, when the threshold increases, f#R’s rate
metrics. Applications to face recognition [14] and to flngerls

) FRR) decreases while théA’'s rate FAR) grows, and
prints [15] are proposed that make use of BCH codes al nve)rsely - FAR) grow

reliable bit extraction. In a different way, Daugmah al. 3) Error Correcting Codes and Secure Sketches: Our meth-
experimented with the use of a concatenated Hadamard, gz ill resort to information theory and coding. Some basic
Reed-Solomon code for iris recognition [16]. definitions are given hereafter. For more background, iootsit

In this paper, we explain how to estimate the theoreticghq classical results, the reader is referred to [19] anHlif20
performance limit of a secure sketch, applied to binary bighese two fields respectively.

metric data, at a given code dimension. We then describe an et 7/ be the collection of all binary N-tuplesk
efficient iterative decoding algorithm on product codesioh ( 1}V — Y, whereF, = {0,1}.
leads to near-optimal performance in our experiments @& iri | The ¢ operator is the canonical exclusive-or ovéh:
and fingerprint recognition. .
{ 0Oifa=b
a®b =

l1ifa#b
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Equipped with the Hamming distancg{ is called the the templaté: indeed the probability for an attacker to “guess”

Hamming space of length N. b out of z = ¢ @ b, with the computation ot @ ¢ from the
« An Error Correcting Code (ECC) over H is a subset choice of a random codeword is lower bounded byi/S.
C C H; elements ofC are calledcodewords. This issue is also discussed in Sec. IV-D.

« An (N, S,d) binary ECC is an error correcting code
C over ‘H with S elements such that for all distinct o -
. B. Organization of this Work
codewordsc; and ¢a, dy(c1,c2) > d. N is called the g- 20 ! o _
length of C, S is the size ofC and d, the smallest Ve first look for theoretical limits. In Sec. Il, we formalize

Hamming distance between two distinct codewords, fr Problem by transforming a database of biometric data int

the minimum distance. a binary erasure-and-error channel. We then give a method
« A binary linear error correcting code' is a vector for finc_zling an upper bound on the underly_ing error_correction

subspace off). By linearity, the minimum distance CaPacity, and explain how to transpose this result into deun

dpmin Of C is now the minimum weight among non-zerd®" FAR andFRR. _ _ N

to the vectol0. Whenk is the dimension of the subspacd?iometric and one for fingerprints —we use in our experiments
C, C is denoted by[N, k, dynin]o. Here, thecorrection We then present the practical bounds deduced from our result

capacity ¢ of C is the radius of the largest Hamming !N Sec. IV, we illustrate our method by describing a very ef-

ball for which, for anyz € FY, there is at most one ficient construction with iterative min-sum decoding of guat

codeword in the ball of radius centred onz. Clearly, codes, and we provide parameters that put our performances
t = [(dmin — 1)/2]. close to the theoretical limit for those databases.

Assuming that the templates live iH, the main idea of Section V concludes.

fuzzy schemes, as introduced in [2], is to convert the matghi

step into an error-correcting one. L&tbe an(N, S, d) ECC Il. THEORETICAL OPTIMAL CORRECTION
in H. A. Model
« During the enrolment phase, one stotes ¢ @ b, where We consider two separate channels with a noise model based
c is a random codeword it on the differences between any two biometric templates.

« During the verification phase, one tries to correct the | The first channel, called theatching channel is gener-
corrupted codeword © 0" = ¢ @ (b '). Note that when ated by error$ @ b’ whereb andb’ come from the same

the Hamming distancéy (b,b’) is small, recovering: userly.

from ¢ @ (b @ b') s, in principle, possible. « The second channel, t®n-matching channe] is gen-
The correction capacity of’ may thus be equal te if we erated by errors wheré and &’ come from different
do not want to alter th&RR and theFAR of the system. biometric sources.

Unfortunately, the difference between two measures of ofi¢ a practical biometric system, the number of errors in the
biometric source can be very important, whereas the caorectmatching channel is on average lower than in theon-

capacity of a code is structurally constrained. matching channel

The fuzzy commitment scheme is then an error-tolerantMoreover, the templates are not restricted to a constant
authentication scheme which follows the above method Wll’@ngth |ndeed, when a sensor Captures biometric data, we
the use of a committed value. The main goal is to protegfant to keep the maximum quantity of information but it
the storage of biometric data involved in an authentlcathg rare]y possib]e to capture the same amount of data twice

biometric system. Lek be a cryptographic one-way function,— for instance an iris may be occulted by eyelids — hence
and let us storéi(c) in the enrolment phase, together with

z = ¢ @ b. The authentication will be a success if the
verification returns a codeword such thati(c') = h(c). An b
illustration of the scheme is provided in Fig. 1.

This construction has been formalized in [11] under the
name Secure Sketch. Informally, a secure sketch is made of
a probabilistic Sketching Functio®'S, which “hides” the
biometric template, and a deterministic Recovery Function
Rec which recovers the original template if not too many
errors have occurred.

Several constraints are studied in the literature, e.g2jn [ \ n
[9], [11], to achieve the protection df while z is publicly
known. These works show that the cofemust be adapted ‘ :} (_no=he)? )

to the entropy of biometrics and it leads in fact to a trade-of

between correction capacity ¢f and the security properties

of the scheme. Moreover, the sizeof C' should not be too
small, to prevent from revealing too much information aboutFigure 1. The Fuzzy Commitment Scheme [2]

randomly
choose c€ C
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the templates are of variable length. This variability can b~ Proof: In the case of errors only (i.e. no erasures)

smoothed by forming a list of erasures, i.e. the list of ceordwith error-ratep := w, /N, the canonical second theorem

nates where they occur. More precisely, in coding theory, af Shannon asserts that there are families of codes with

erasure in the received message is an unknown symbol gtransmission) rate? := k/N coming arbitrarily close to the

known location. We thus have an erasure-and-error decodufgnnel capacity «(p), decodable with ML-decoding and a

problem on thematching channel Simultaneously, to keep vanishing (inN) word error probabilityP..

the FAR low, we want a decoding success to be unlikely on In this casex(p) = 1 — h(p), whereh(p) is the (binary)

the non-matching channel to this end we impose bounds orentropy function Ipg’s are to the base 2):

the correction capacity.
In the sequel, we deal with binary templates with at most h(z) = —zlogz — (1 - z)log(1 — ).

N bits and assume, for the theoretical analysis that follows, Furthermore P, displays a threshold phenomenon: for any
that the probabilities of error and erasure on each bit afe-in rate arbitrarily close to, but above capacity and any farofly
pendent, i.e. we work on a binary input memoryless channgbdes,P, tends to 1 whenV grows.

Note that resorting to interleaving makes this hypotheal&lv  Equivalently, givenR, there exists an error-rate threshold of
for all practical purposes.
p=h"'(1-R),

B. Taking into Account Errors and Erasures h~! being the inverse of the entropy function.
Back to the errors-and-erasures setting now. Our problem

As we take into account erasures into our biometric model, 15 decode to the codeword nearest to the received word on
we also need to slightly enhance Juels and Wattenbergs non-erased positions.

scheme. Letb, m) and (', m’) be two biometric templates,
b,b’ denoting the known information, anex,m’ the list
of erasures, in the way IrisCodes are represented. We
represent somé, m) € {0,1}" x {0, 1} by a ternary vector
b e {0,1,€e}Y, where the third symbal represents an erasure.

The updatedor rule on{0, 1, ¢} is very similar to the usual pr>0:=hr"'1-R),
one: we definec®a’ to bex @ 2’ if z andz’ are bits, and
if one of x, 2’ is e.

Thus we are now faced with a punctured code with length
N — w,, size 2¥, transmission rate?’ := k/(N — w.) and
¢@Huired to sustain an error-rgté:= -

By the previous discussion, if

NO code and NO decoding procedure exist with a non-
vanishing probability of success.

b Ir:horder toﬁprqtgc_tl:_hand b,_]:[_het_updatted SI.(IFtCIh will S|tn;1[£ly To conclude the proof, use the classical Stirling approxima
€ the sume = c@b. The veriication stép will also use tion for the size of a Hamming sphere of radiug/ in F}’
operation to combine with ¥’ into z$b’. The decoding can by 2/(@)M -

then proceed to correct incorrect bits and erasures.
This result allows us to estimate the correcting capacity of
a biometric matching channel with noise and erasures under
the binary input memoryless channel hypothesis.
Our goal is to estimate the capacity, in the Shannon senséndeed applying Theorem 1 to tmeatching channelgives
[21], of the matching channel when we work with a code ai lower-bound on thdRR achievable (i.e. thdest FRR),
a given dimension. Namely, we want to know the maximunvhereas applying it to th@on-matching channel gives an
number of errors and erasures between two biometric measuspper-bound of th&AR (say theworst FAR).
that we can manage with secure sketches for this code.
Starting with a representative range of matching biometric
data, the theorem below gives an easy way to estimate
lowest achievabl&RR. The idea is to check whether the be
possible code with the best generic decoding algorithm, i.6v.x be fvk(9) = 22 —h™! (1 - N,kwe), with w,, the
a maximum-likelihood (ML) decoding algorithm which sys- number ofl’s occuring iny andw, the number ok. Define
tematically outputs the most likely codeword, would sucte@$ ,(x) (resp.pj, ,.(x)) as the probability density of results
in correcting the errors. of all genuine (resp. impostor) comparisoﬁﬁﬂk(éég’) for
b,b' € B.

C. Theoretical Limit

Corollary 1: For a given biometric authentication system
ed on a binary secure sketch of lengthand dimension
&k and a given biometric databage= {b;}, let the function

Theorem 1. Let k € N*, C be a binary code of lengtiV
and size2®, andm a random received message, from a randomUnder these hypothesis, the following inequalities stand:

codeword ofC, of length N with w,, errors andw,. erasures. FRR > f0+°° p§ x(t)dt and FAR < ffoo ph L (t)dt. O
Assume thatC' is an optimal code with respect t§ and &, ' '
equipped with arML decoder. In other words, Corollary 1 can lead to a kind of theoretical

If o > 0 thenm is only decodable with a negligible ROC curve which is not represented thanks to the classical
probability for a largeN, where § is such that the Ham- matching score distributions but with the dimension of the
ming sphere of radiugN — w.)6é in ]Fév_we, i.e. the set underlying optimal code on the abscissa axis. Therefooen fr
{z € FY 7" dy(z,0) = (N — w.)d}, contains2V~—"<—% a given database and a given features extraction scheme —
elements. O dedicated to discrete representation, it is possible tadadn
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approximation of the error-rates one can expect from tetepla This formula gives the Hamming distance distribution given
of the same quality. In particular, it may help to evaluate tton Fig. 2(a), where the scores of matching (intra-eyes) and

efficiency of the extraction algorithm. non-matching (inter-eyes) comparisons are represented. W
Practical implications of this theorem are illustrated BcS can see that there is an overlap between the two curves, and
l-B. that the number of errors to handle in the matching channel
is large. On iris matching-channel an additional difficulty
1. APPLICATION TO BIOMETRIC DATA originates from the number of erasures which varies, for

) ] _instance for ICE, from 512 to 1977.
To explain our approach, we now present the estimationzjthough we know that all bits are not independent and

of these optimal performances on several public biometiiG,¢ they do not follow the same distribution (see e.g. [27])

databases. following (1) the typical matching score computation doe$ n
use any internal correlations between bits of the iris coSes
A. Our Setting: Data Sets and Templates in this setting it is coherent to suppose the matching channe

We describe here the sets on which we made experimertl?spe a binary input memoryless channel with independent bit

We first describe the iris pictures from ICE 2005 and CASI%”Ors and erasures. [t will thus be possible to apply Tireore

. . in this context.
\{1, then_ the FVC 2000 dataset from which we extracted b|nary2) Fingerprint Encoding and Associated Database: Tradi-
fingerprint templates.

. tional fingerprint matching is made thanks to minutiae extra
anl;cler?ch dataset, we also represent the boundarie&en tion [28] and comparisons of unordered s&ts<£’ of variable

. : ) i length. Using the characteristic functiqz — as done in [11],
.1) InsCodes.and assoua.tt-ad databas_e.s. we _f|rst. made [29] — is a way to translate minutiae into a binary vector of
different experiments on iris recognition, which is a ver

. . fixed length. The size corresponds to the number of values
natural target for binary error correcting codes. We chase Ythe coordinates could take. From a set of minutiae, the idea
public databases: '

is to construct a vector with all coordinates equal zero pikce
« The ICE 2005 database: [22], [23]. those which are associated with the position of one minutiae
It contains 2953 images coming from 244 different eyegne problem is that this representation is not well-suited f
It is taken without modification but one slight correctionbinary secure sketches. Indeed, the metrics associatdteto t
the side of the eye 246260 has been switched from left representation is the symmetric set difference, whigsd
to right. Hence we keep 2953 images. In this dataset thet take into account local distortion due to elasticity Ioé t
number of images for each eye is variable. finger skin. Still, Secure Sketches are easier to constaict f
« The CASIA database: [24]. the Hamming distance with @ary code.
This is the first version of the Chinese Academy of Tg gvercome this difficulty, Tuylst al. [15] describe a
Science public iris database. It contains 756 pictures &hart algorithm, in the line of the previous works [30], [12]
108 different eyes, with 7 pictures per eye. to extract stable binary vectors from fingerprints and tolapp
secure sketches on them. We based our experiments on such
A 256-byte (2048 bits) iris template, together with a 256a coding, more precisely on an improvement which has been
byte mask, is computed from each iris image using th@oposed in [31].
algorithm reported in [17]; the mask filters out the unrdiiab We describe a synthesis of the algorithm below. The main
bits, i.e. stores the erasures positions of the iris teraplEite idea is to deal with fingerprint patterns rather than mireutia
resulting template is callettisCode. It makes use of core-based alignment techniques and pattern
Note that the iris template as computed by this algorithfeatures linked to directional fields, thanks to the techegy
has a specific structure: [17] reports 249 degrees-of-fneeddescribed in [32], [33], [34]. Moreover, to increase thebgity
within the 2048 bits composing the template. As described @ the vectors, the binary fixed-length strings are gendrate
[25], [17], [26], the algorithm involves computation of &gl following some statistics by using several images per user a
Gabor filters on separate and local areas of the iris pictutbe enrolment.
The picture is normalized onto its polar representatioanth For these experiments, the FVC2000 [35] public database
divided into areas of regular size. The amplitude inforavats (Db. 2) was tested. This data set is made of 800 pictures of
discarded and the actual bits are the phase quantizatidmsof €00 different fingers, 8 pictures per finger. The image size is
Gabor-domain representation of the iris image. The orderi@56 by 364 pixels.
of the bits is directly linked to the localization of the arda Before the enrolment step, we first align the picture on
practice, the iris code can be represented by an 2D bitg-arra fixed point, such as the core, if available. For that, we
The classical way to compare two iris codés I, with preprocess the picture in order to extract the core pointaand
masksM;, M, is to compute the relative Hamming distanceevaluation of the vertical axis. We translate the pictunent
adjust it to take care of some possible rotation. In pragtice
[t & [2) 0 M, 0 My (1) we did prealign the fingerprints to solely test the binaicat
[|M1 0 M| proposed.
for some rotations of the second template — to deal with theThese points are then executed:
iris orientation’s variation — and to keep the lowest score. 1) Picture embedding: to take into account the alignment,
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we embed the256 x 364 pixels picture into a larger [~ 1 ‘e
picture of 768 x 1092 to prevent any loss of information e ;
after re-alignment. Lasf

2) Real-vector extraction: we compute several Gabor filters z«t
on the resulting picture, of which we keep only the: ..}
magnitude. We also compute the directional field of
the fingerprint. The concatenation of both computations
gives us a real-vector of length = 17952, of which
15968 positions are known to be null, due to the
embedding. These positions will be marked as erasures.

3) Binarization: the enrolment is done on several pictures = 0 5 0t 05 s o o o
per user and several users; a statistical analysis gives Feeamming psance
enough information to quantize the vectors by compar-
ing — coordinate after coordinate — the mean value of a ** T T e —
user to the mean value of the overall enrolment database.

For each user, this gives a vector fraii, 1, e}~ 1

4) Reliable components selection: for each user, all enrol- .|
ment vectors are combined into a bit string of fixed
length N. This is done by selecting only th®& most
stable coordinates from the different vectors. As it is
likely that real-life pictures never are pre-aligned, it
is likely that the null positions will not be the same
for each fingerprint capture; this enables to choose
N > 17952—-15968 = 1984. More details on component L - - - - 1
selection are given in [31]. Threshold

Hence we obtain binary templates, together with a mat{ﬁge:ﬁ‘gdand FRR via the Hamming distance (Eq. 1) using a
of a fixed length. The verification step is quite similar; td ge i i i i
the fresh biometric template, we use the positions seleated L
the enrolment step, and then compare them with the enrolled.}
vector.

In the sequel, we selecteél images per finger for the |,

£
g

enrolment phase, one 2048-bit template per enrolled finger .|

is obtained, possibly with some erasures, and the remaining
200 images are kept for verification. As the verification sgep '}
done on just one picture, the verification template will afe/a
contain at leas2048 — 1984 = 64 erasures; this is well
captured by the decoding algorithm. To increase the overall L. . . . .
number of comparisons, we iterate the tests for every choice ot bimensonconiol * ’
of 6 images. This gives us a genuine match count of 5600
and an impostor match count of 19800.

0.4%

0.2% [

(a) Hamming distance distributions

Error Rates
e
5

10 F

10° F

10? f

10° F

' (c) Worst FAR and best FRR w.r.t. the code dimension

Figure 2. The ICE 2005 Dataset, IrisCodes

Any other biometrics may be used to apply Theorem 1 as
soon as we succeed in getting a discrete representatiore of th

templates associated to a Hamming distance classifier.  From the Hamming Distance distributions, it is obvious that
while iris recognition performs well with the IrisCode al-
gorithm, the chosen quantization is not as well adapted to
fingerprint matching. Therefore, the different results walk

For each one of these databases we represent, in Figuigse will significantly differ.
2, 3 and 4, the relative Hamming distance distribution tisank o, the three datasets, we see that the ratio of errors to

to Eg. (1) for the matching and the non-matching channgl e to approach the Equal Error RateEER — is very

and the corresponding FRR and FAR curves. We have alg@y, \hich is a problem for classical correcting codes as it
estimated the optimal performances given by Corollary 1 ag explained in the next section.

the results are drawn in Figures 2(c), 3(c) and 4(c). Theesur . .
. wn in Figu (©), 3(c) (©) v We summed up some of the numerical limits AR and

correspond to the best FRR achievable with respect to . . . ; .
P eV w P R in table I, for dimensions likely to be chosen for practical

code’s dimension and the greatest possible FAR as a functio . : :
of this dimension. purposes. A general consequence is that the dimension of the

code can not be chosen too high in order to keep geRd
rates.

B. Performances Estimation on these Databases
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Code’s dimension Minimum FRR Maximum FAR
ICE [ CASIA ] FVC ICE [ CASIA ] FVC

42 249-1072 [ 315-1072 [ 0.59-10"2 [ 814-10~% | 1.13-10~% | 17.88-10"2

64 376-10"2 | 4.47-107%2 | 1.26-1072 | 2.74-10~% 0 10.32-1072

80 4.87-107%2 | 5.77-1072 | 1.93-1072 | 2.57-10~% 0 7.07-1072

128 9.10-1072 | 9.18-1072 | 5.87-10"2 | 2.41-10~ % 0 2.67-1072

Table |
THEORETICALLIMITS ON STUDIED DATABASES
2% 8%

Impostors IMPOStOrs m—
Genuine ======= Genuine =====s=

01 02 03 04 05 06 0.7 08 0.9 1 . . 03 0.4 05 0.6 0.7 0.8 0.9 1

Relative Hamming Distance Relative Hamming Distance
(a) Hamming distance distributions (a) Hamming distance distributions
10° 10°
FAR e FAR  s—
FEr S— L S—
10t p 10t f
10? 10?
% 10° § 10°F
104 F 104 F
10° F 10° F
10° - 106 i
0 0.2 0.4 0.6 0.8 1 0 0.2 0.4 0.6 0.8 1
Threshold Threshold
(b) FAR and FRR via the Hamming distance (Eq. 1) using a (b) FAR and FRR via the Hamming distance (Eq. 1) using a
threshold threshold
10° 10°
Maximum FAR = Maximum FAR
Minimum FRR ======= Minimum FRR =3,
T
102 F
§ 103 g 3
5 5 L
£ £
& 5 t
10* 10*
10° 10°
ool . . . ool . . . . H
250 200 150 100 250 200 150 100 50 0
Code Dimension k=log,|C| Code Dimension k=log,|C|
(c) Worst FAR and best FRR w.r.t. the code dimension (c) Worst FAR and best FRR w.r.t. the code dimension

Figure 3. The CASIA v1 Dataset, IrisCodes Figure 4. The FVC 2000 (Db. 2) Dataset, Binary Encoding
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Note that Theorem 1 gives us estimations of the theoretical

limits based on asymptotic analysis under a memoryless Il codeAG) codeB) "\ maska/\masks | Different eyes
T i i inci 1 HD = min  0.363
channellhypothe3|s, i.e. mdepe.nSjent b|ts_. In prlncublt_aould _ | moskA imaskB | min 0.363
be possible to expect more efficiency without resorting to bi max 0581
std  0.033

interleaving which in practice makes the channel memosyles

However this would require highly intricate modelling ofeth

matching channel, and it seems unreasonable to expect that

the decoding problem would be within reach of present day Same eyes

algorithms. min 0.0 0.335 0.363

mean 0.034 s
max 0.335
std  0.038

IV. A NEAR OPTIMAL CONSTRUCTION
A. Previous Works

1) Quantization and BCH codes. In known applications
of secure sketches to quantized biometrics, for instandg [1rigure 5. Hamming distance distributions from [16]
[15], the error correcting codes are seen directly to act as a
Hamming distance classifier at a given threshold. Hence, the

correction capacity naturally corresponds to the threb@ in our case as the same parameters on the ICE database gave
want to attain. To this end, the use of BCH codes is propose a too large rate d¥R (e.g.10% of FR with 0.80% of FA),

the advantage is their existence for a wide class of parasjeteven for the smallest possible dimension of the Reed-Satlomo
the main drawback is that the correction capacity is a hagdde whenipg = 15.

constraint for the dimension.

As an illustration, in [14] the quantization technique is To sum up, with respect to the Hamming distance distribu-
applied to face recognition on two databases, FERET datab#ien in figures 2, 3, 4, we need to find correcting codes with
[36] and one from Caltech [37]. A Hamming distance classifidtigher correction capacity. To achieve performances cltzse
gives Equal Error Rates of.5% and0.25% respectively for the theoretical estimation given in section IlI-B is alsoraay
a threshold greater thaim32 with code length511. Unfor- motivation.
tunately to achieve this minimal distance, the BCH code has
dimensionl. A BCH of dimension40 enables a threshold of
0.185 with a FRR greater than0% and 1% respectively.

This phenomenon holds in [15] and for our first experimen
on the FVC2000 dataset. Following Fig. 4(b), we remark We now describe a very efficient algorithm which will help
that to achieve &RR better than the EER, the thresholdis to overcome the difficulties mentioned above.
is high: for example, for a rate around 2%, the threshold is For a linear code with a minimum distandsg,;,,, we know
near 0.4 which is not realistic with non-trivial BCH codes.that an altered codeword witt,, errors andw, erasures can
To overcome this limitation, we propose in the sequel to usdways be corrected, disregarding decoding complexityeiss
more appropriate codes. provided thaw,, + we < dmin-

2) IrisCodes and Concatenated Codes. More efficient Classical algebraic decoding of BCH codes and concate-
codes are proposed in [16]. The secure sketch schemenased Reed-Solomon codes achieve this bound, but not more.
applied with a concatenated error-correcting code comginiThis upper bound is however a conservative estimate: it
a Hadamard code and a Reed-Solomon code. More precisalys been known since Shannon’s days that it is possible in
the authors use §82, krs, 33 — krs]o,r Reed-Solomon code principle to correct many more errors and erasures, all the
and a[64,7,32], Hadamard code: a codeword of 2048 bitsvay to the channel capacity. In practidégrative decoding
is in fact constructed as a set of 32 blocks of 64 bits wheedgorithms are now known to be capable of achieving close-
each block is a codeword of the underlying Hadamard code-capacity performance, for such code families as LDPC
As explained in [16], the Hadamard code is introduced to deal turbo codes. It is therefore natural to try and bring in
with the background errors and the Reed-Solomon code to dit@fative decoding to improve on secure sketches that use
with the bursts (e.g. caused by eyelashes, reflection, algebraic decoders. LDPC codes and turbo codes are however

Note that in this scheme, the model is not exactly the samet usually designed for such noisy channels as the type
as ours, as the masks are not taken into account. Moreoveg, have to deal with: in particular, classical turbo codes
the quality of the database used in [16] is better than tlaee known not to behave well under high noise. We have
public ones we worked with. The mean intra-eye Hamminterefore chosen to use product codes: this is because under
distance reported in the paper is 3.37% whereas this number high noise condition particular to biometrics, we will
becomes 13.9% in the ICE database, which means that ke dealing with codes of small dimension so that we can
must have a bigger correcting capacity. The inter and intrapply maximume-likelihood decoding (exhaustive searchih&o
eyes distributions reported by the authors is drawn on Fig. &onstituent codes and alternate between both decoderamwith

Even if [16] reports very good results on their experimentterative process. This will yield a particularly efficiebkend
with a 700-image database , the codes do not seem appropriditiéerative decoding and exhaustive search.

T T T T T T T T 1
o iN] 02 03 04 0.5 06 07 08

B. Description of the Two-Dimensional Iterative Min-Sum
Becoding Algorithm
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We now describe product codes together with the specific
iterative decoding algorithm we will use. A product code
C = C7 ® Cy is constructed from two code€!; [Ny, k1, d1]2 : Ny
and Cy[Ny, ko, ds]>. The codewords of” can be viewed as @ | il -+ Kijy K5 (@) = cecnll_igl_:wZHEZ(ck)
matrices of sizeN, x N; whose rows are codewords 6f; : k=1
and columns are codewords 6%, see Fig. 6.

This yields a[N; X Na, k1 X ka,d; X do]o code. When 4
k1 and ko are small enough fo€®; and C; to be decoded
exhaustively a very efficient iterative decoding algoritlign :
available, namely thenin-sum decoding algorithm. Min-sum il T RO
decoding of LDPC codes was developed by Wiberg [38] as .

a particular instance of message passing algorithms. In a

somewhat different setting it was also proposed by Tanr@r [3 (3

for decoding generalized LDPC (Tanner) codes. The variant
we will be using is close to Tanner’s algorithm and is adapted
to product codes. Min-sum is usually considered to perform
slightly worse than the more classical sum-product message
passing algorithm on the Gaussian, or binary-symmetriacha :
nels, but it is specially adapted to our case where knowledge | o k5N 2) = min Y ki(a)
of the channel is poor, and the emphasis is simply to use the : c€Cyei=w 77
Hamming distance as the appropriate basic cost function. :

Let (z;;) be a vector of{0, 1} >Nz, The min-sum algo- oy
rithm associates to every coordinatg a cost functions;; for U
every iteration of the algorithm. The cost functions arercefi
on the set{0,1}. The initial cost function}; is defined by j
kY.(z) = 0 if the received symbol on coordinatej) is = and
m?j- (z) = 1 if the received symbol igd — x.

A row iteration of the algorithm takes anput cost function
mﬁy and produces aautput cost functionn;?ft. The algorithm
first computes, for every row and for every codeword =
(c1...cn,) Of Cy, thesum

in
K/lj

out
ij

Ny

ri(e) = YKl (e)

j=1

] ) Figure 7. A row iteration followed by a column one
which should be understood as the cost of putting codeword
¢ on row . The algorithm then computes, for everyj, m;?}t
defined as the followingnin, over the set of codewords 6f;, A column iteration of the algorithm is analogous to a row
out ) iteration, with simply the roles of the row and column indexe
kS (x) = min  ki(e).

i ceCh,ci=x reversed, and cod€; replacing code”,. Precisely we have

This last quantity should be thought of as the minimum cost N o
of putting the symbolz on coordinate(ij) while satisfying ki) =Y wif(ci) (2)
the row constraint. i=1

and
kK (z) = min  k;(c).
C1,1 .. C1,j . Cl,ny Y ceCy,ci=x °
The algorithm alternates row and column iterations as
c= | ¢ o _ illustrated by Fig. 7. After a given number of iterations (or
= 0,1 e Cz,j cee C’L,nl K X A
before, if we find a codeword) it stops, and the value of every
- symbol z;; is put atz;; = z if & (x) < k(1 — z). If
N\Onal e Cnzg e Cnoim kO (x) = k(1 — x) then the value of;; stays undecided
Vi € [0,n2], (¢i,1,¢i,2y -+, Cing ) € C1 (O.I’ erased).'
Vj € [0,n1], (c1,5, €255+ Cna,j) € C2 The following theorem is fairly straightforward and illus-

trates the power of min-sum decoding.

Theorem 2: If the number of errors is less thahds/2,
Figure 6. A codeword of the product codd ® C- is a matrix where each then two iterations of min-sum decoding of the product code
line is a codeword of”; and each column a codeword 6% C, ® Cy recover the correct codeword. O
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Proof: (Sketch) « For fingerprint from FVC2000 dataset, it yielded=&R

Without loss of generality, the correct codeword is the of 2.73% and aFA rate of5.53%, which is also a very
all-zero vector. Suppose that after the second iteratien th good result for a binary encoding scheme.
algorithm prefersl to 0 in some position(i, j). This means  In all cases, the correction rates are relatively close to
that the cost (2):;(c) of some non-zero codewordof C is  the theoretical results from Table I, and so the algorithm
smaller than the cost;(0) of the zero column vector. Now succeeds in achieving near-optimal results. We also noted
the costs;(c) of putting codeword: in columnj is equal to that, unexpectedly, decoding performances are more aecura
the Hamming distance between the received vegtgy) and than using a basic Hamming score such as Eq. (1) with a
a vectorx, that hasc in columnj and only rows belonging fixed threshold for differentiating between matching and-no
to C1. The costr;(0) of putting the zero vector in colump  matching pairs. This underlines the fact that even though
is equal to the Hamming distance between the received vea{smming scores give decent results for binary matching, the
(r;;) and a vectorx, that has only zeros in columjp and associated classifier is suboptimal and can be overtaken by
only rows belonging ta”;. Now sincec belongs toC it has  more elaborate techniques such as our decoding algorithm,
weight at leastl,, therefore the Hamming distance betwesen or alternative matching functions that have been put fodwar
andx is at leastdzd;, andx. has at leastl; rows of weight recently,e.g. [42].
at leastd; and at distance at leagt from the corresponding
rows ofxo. Therefore, if the received vectér;;) is closer to D. Cautions and Limitations

x. than toxo, it must have weight at leash dz /2. u Remember that Theorem 1 is deduced from an asymptotic
] behaviour, thus to obtain better results, we probably need
C. Experiments and Results to increase the length of the templates. Moreover, the base

To validate the algorithm described in section 1V-B, wassumption for the computation of the threshélds that
now present the results of experiments on the public bidmeterrors and erasures occur independently and with the same
databases introduced in Sec. lll-A, where we succeed in girebability. This assumption is far from true in practices
taining some correction performances close to the thealetithe theoretical limit on the error rates obtained by Corglla
limit. 1 should give slightly smaller False Reject Rates.

Moreover, even though we achieved near-limit results, we

We have experimented the algorithm on these databas@sst not neglect some warnings for the use of Secure Sketches
with a particular choice for the code. In fact, the producis a way to secure biometrics templates.
code is constructed to fit with an array of 2048 bits, by using First of all, as it was noted in [3], a biometric database
Reed-Muller codes [40], [41] of order 1 which are known tthat would be secured thanks to Secure Sketches would not
have good weight distributions. A binary Reed-Muller codprotect its users’ privacy against forward verificationalfew
of order 1 inm variables, abbreviated aBM (1, m), is an words, if someone gains access to a biometric templaté
[2™, m+1,2™m~1], code. We chose to combine &/ (1,6) is easy for him to check whether it corresponds to a prevjousl
with the RM (1,5), leading to a product code of dimensiorenrolled individual or not. As the biometrics we focused on —
42 and codewords of lengthy x 32. iris and fingerprints — are hardly private and secret, thia is

The overall size of the code could appear small from fiaw to seriously consider.
cryptographic point of view, but following the theoretical The error rates on secure sketches are more than just an
analysis of section II-C, it is difficult to expect much morertefact from the classical biometric behaviour: they lemd
while achieving a lowFRR on a practical biometric databasesecurity gap if secure sketches are used as they were prdsent
Achievable error rates are drawn in Sec. IlI-B for eacim [2]. Indeed, to decode a sketth h(c)) stored in a database,
database we studied. an attacker can try to decode eveéty = for b’ a template from

a collection of biometric measures. This collection can be a

The density of errors and erasures in an IrisCode can ip@ependent database the attacker collected for his parson
very high in some regions, such as areas where eyelashes, or any public or secret biometric database. Whenever he
occlude the iris. The same goes for the fingerprint for whidsbtains some codeword, he can comparg(c’) with h(c). If
the captured area differs significantly between two measureéhe comparison is successful, the attacker deduees’, and
leading to high-erasures regions. Therefore, we also addethusb = = @ c. This event is likely to happen with probability
randomly chosen interleaver to break the biometric strectuFAR, which we can upperbound by the estimation given by
and increase the efficiency of the decoding algorithm. Corollary 1.

« In so doing, we succeeded in obtaining for ICEFBRR Recall that a cryptographic application is nowadays con-
of about5.62% for a very smallFAR (strictly lower than sidered as secure enough if the best attack known to break
107°). This is very close to the error rates obtained iit takes about2®® operations to be successful. If no more
a classical matching configuration. Note that in contrasbnsolidation is done on the Fuzzy Commitment Scheme, there
Eg. (1) and Fig. 2(a) only give BAR of about10—* for exists a vulnerability that gives accessit@nd ¢ with about
a similarFRR. . 1/FAR = 2~ 1°%:(FAR) gperations,i.e. way less than what

« In the CASIA case, the algorithm gave usF&®R of would be acceptable. We thus strongly discourage the use of
6.65% and 0 FA. A basic Hamming distance classifierSecure Sketches without further protection, such as [4], [4
would not give zerd=A for a FRR less thar20%. [31].
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V. CONCLUSION [16]

This article demonstrates the inherent limits of error-
correction based matching. We derived explicit upper bsungd?]
on the correction capacity of secure sketches, and we vlg]
idated our theoretical results on two public iris databases
and one fingerprint database. We then showed how the tvits]
dimensional iterative min-sum decoding algorithm achi;ev?zo]
correction performance close to the optimal decoding rate.

We believe that our techniques are also of great interest[2o]
other biometrics when the number of errors to manage aBg]
correct is quite large.

This paper shows a numerical constraint on the usual
performance-security trade-off of secure sketches. Butark [23]
in this domain includes finding nearer-limit codes and dgyy
coding algorithms as well as improving the reliability of
biometrics templates. (25
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